H 4%

B 3B
B 3L

Y
N AE &

Ubuntu 16.04 L% % Docker

Develop with Docker

47 Docker 4% 1%
Dockerfile #& £ 5 ¥,
k=2 X2E X
% M

1.1
1.2

2.1
2.2
2.3

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.7.1

4.1
411
41.2
41.3



Dockerfile % # X 4%
AR E e

S M 2%
P 24 4
% 3 swarm service M %
multi-networking with standalone swarms
swarm mode & & M & 242 3k
& A P B & L DNS
BRI 4 M 2%
Legacy container links
EHRS

%1 ] FIE

75 1% A1 0,
volumes

bind-mounts

tmpfs
google cAdvisor & ¥ £ 1R 44
# % 58 50 423

DAL ESEEES
Yo {7 % 35 1 1k IR
B & B M A AR 691 e )48

4 7 IR 5

The Basics
BAe B BB

41.4
4.1.5

5.1
5.2
5.3
54
5.5
5.6
5.7
5.71
5.7.2

6.1
6.2
6.3
6.4
6.5
6.6
6.6.1
6.6.2
6.6.3

7.1
7.1.1


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/userguide/eng-image/image_management/
https://docs.docker.com/engine/userguide/networking/default_network/dockerlinks/
https://docs.docker.com/engine/userguide/networking/default_network/dockerlinks/
https://docs.docker.com/engine/admin/troubleshooting_volume_errors/
https://docs.docker.com/engine/userguide/storagedriver/aufs-driver/

A EFHER 7.1.2

Promethues % 1% 7.1.3
Docker Z Wl R REER R H 7+ 7.1.4
docker-compose
compose & X 8.1
compose L F 15 & 8.2
Compose 417 5 % L% 8.3
overview 8.3.1
envvars 8.3.2
AT HY T AR 8.3.3

997.docker-compose 5% &

docker-compose 5 &k 9.1

998.dockerfiles = %

dockerfiles 32 & 10.1



Docker 17.09 & 77 LA ¥ L £ 12

ETHEMA 17.09
A B R 9 A B docker B XA XA o
BB REN

PaATTH ExEH

I B Hohk

e GitHub 1 B 3u3k: hitps:/github.com/octowhale/gitbooks-docker2-docs/
o GitBooks /= % % : https://www.gitbook.com/read/book/octowhale/docker-
doc-cn
o T3 PDF
o T3 EPUB
o T # MOBI
o B L4 SAL(T 48T H): http://p05r4f6dx.bkt.clouddn.com

RE% GitHub #* GitBook _E ¥

w0 R AR

o 4w R4kt Docker A A ¥R A » RARAET M E L4 Docker £45 » 5%
Cloudman # (7 & 5 %% 54 Docker
o 4oRAkxt Docker FAMRT M > ZARS FIA > TohiA A WF KT 8
(% JL docker 100 1) o &3 BJL-FRKERATI AT 5 F o
o FAIATRYMGILI (L1164 )
o 24T (REBFBY » ARk (F4242:E 9 4)

N
2N
e RIFASHBERA » KL T L @A FRGT

e GitBooks: i1l gitbooks T## disqus %3 °


https://docs.docker.com
https://github.com/octowhale/gitbooks-docker2-docs/
https://www.gitbook.com/read/book/octowhale/docker-doc-cn
https://www.gitbook.com/download/pdf/book/octowhale/docker-doc-cn
https://www.gitbook.com/download/epub/book/octowhale/docker-doc-cn
https://www.gitbook.com/download/mobi/book/octowhale/docker-doc-cn
http://p05r4f6dx.bkt.clouddn.com
http://www.cnblogs.com/CloudMan6/tag/Docker/
https://blog.lab99.org/post/docker-2016-07-14-faq.html
https://github.com/ryanhanwu/How-To-Ask-Questions-The-Smart-Way/blob/master/README-zh_CN.md
https://github.com/octowhale/Stop-Ask-Questions-The-Stupid-Ways

e GitHub Issus: https://github.com/octowhale/gitbooks-docker2-docs/issues

A& A

4o RIF LR A % £ docker » T VA% B H# 3] docker B M FRBME AL LTI 2

o /) T 4k1E Docker x# &k » RE#%4% ubuntu 16.04 LXK > TAEEE
4£ ubuntu 16.04 L% docker-ce °
e % CentOS 6 %% Docker * 7% 2% CentOS 7 & # /% ¥ # Docker

RIZIR % 35

FARMN RIS » RIFHE—A TEEREBRFEY e REFRAHERKE >
HRAW o B REREFE QR R BRAGER > TAWRTHR-

B TSENRERSE S
GR YT

N421% R o £ 92 A% 4= aliyun ~ daocloud 89 /RA & % £ o X BAREEA AN TAZ
MEP T A& R 69 B 4%k c ME 7 ik AHE B [ &R KRS %

e docker-cn B 7% : https://registry.docker-cn.com
e A X : https://docker.mirrors.ustc.edu.cn

Lisences

Zﬁiﬁaﬁf)ﬁ GNU GENERAL PUBLIC LICENSE Version 3
o 4
18 Bf

35 3R Bl

LR BB EALBITNBEY LRSI TA BT R o


https://github.com/octowhale/gitbooks-docker2-docs/issues
https://docs.docker.com/engine/installation/

B A

o BEIRAHF & (hitp://gongyi.qg.com)
o [TENHFE (https:/love.alipay.com/)


http://gongyi.qq.com
https://love.alipay.com/

2% docker ce

AT ubuntu 16.04

% 22 ubuntu %1% %

1. T # ubuntu_tuna_sources.sh

2. bash ubuntu_tuna_sources.sh

2% docker ce

1. T 2k install_dockerce ubuntu.sh
2. bash install _dockerce_ ubuntu.sh cn

#!/bin/bash

$1 |grep -i cn

[ $? -eq 0 ] && area=cn

sudo apt-get update

sudo apt-get install -y \
apt-transport-https \
ca-certificates \
curl \
software-properties-common

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo a



Ubuntu 16.04 L% Docker

pt-key add -

if [ "$area" == "cn" ]
then

{

# 12 aliyun repo

# sudo add-apt-repository \

# "deb [arch=amd64] https://mirrors.aliyun.com/docker-ce/
linux/ubuntu \

# $(lsb_release -cs) \

# stable"

# A FHKX repo
sudo add-apt-repository \
"deb [arch=amd64] https://mirrors.ustc.edu.cn/docker-ce/
linux/ubuntu \
$(1lsb_release -cs) \

stable"
}
else
{
# 12 H docker repo
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubunt
u \
$(1lsb_release -cs) \
stable"
}
fi

sudo apt-get update
sudo apt-get install -y docker-ce

## 15 image R

if [ "sarea" == "cn" ]
then
{
sudo sed -i --follow-symlinks '/AExecStart/s/\(.*\)/\1 --reg



istry-mirror=https:\/\/docker.mirrors.ustc.edu.cn/' /etc/systemd
/system/multi-user.target.wants/docker.service

sudo systemctl daemon-reload
sudo systemctl restart docker

fi

% 2% docker & & T

w3 /etc/systemd/system/multi-user.target.wants/docker.service
o B FHPASIT ExecStart fTE @ L4EECE o

A AN R e E

e PH X : https://docker.mirrors.ustc.edu.cn/
e dockert H : https://registry.docker-cn.com

ExecStart ... --registry-mirror=https://docker.mirrors.ustc.edu.
cn/

B ZRE » £ docker

sudo systemctl daemon-reload
sudo systemctl restart docker



Docker © EXER % =

AR RS R E

wTEFRE  £AEARITR pull HRZRIFFREE o

FAEERAGMERBET —LERNEBRR > TURGF G0k o RANTESER > RF
ZEMA P

e docker-cn B : https://registry.docker-cn.com
e AKX : https://docker.mirrors.ustc.edu.cn

3 4715 R

ubuntu 16.04 / docker 17.06

$ sudo vi /etc/systemd/system/multi-user.target.wants/docker.se
rvice

ExecStart=/usr/bin/dockerd -H fd:// --registry-mirror=https://do
cker.mirrors.ustc.edu.cn/

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker

%o ERE
i B E TEANR » ERE TRRKEEIA A AN DKELZTREKGER -
— R BRMHFERATHEZAAEE

o AESBREECE » registry
o HESGSENRE > registry:2
o —5—° BF registry #EELEEZI > TLEAL nexus HEFEN o



B 4

. TR A B 4T 694018 & & KR € registry _proxy.tar.gz
. BRI ELTE P4 bash start.sh

CH

% 2% # docker-compose A4+

B ATE A2 docker daemon B E 694%1% 0 B R AR L AT 4518 & R K E
FRAZBP T o

VATE A& Bk BL B

B bERERSRERE

version:
log:
fields:
service: registry
storage:
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/registry
http:
addr:
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled:
interval: S
threshold:
proxy:
remoteurl: https://registry.docker-cn.com

docker-compose & 7 U


https://github.com/docker/compose/releases

# docker-compose.yml

version: '2'
services:
mirror:
# restart: always KZRAFELT
restart: always
image: registry:?2
ports:
- "5000:5000"
volumes:
- ./config.yml:/etc/docker/registry/config.yml

#!/bin/bash
source ~/.bashrc
which docker-compose || {
echo "sudo curl -L https://github.com/docker/compose/release
s/download/1.16.1/docker-compose- uname -s - uname -m > /usr/lo

cal/bin/docker-compose"
echo "sudo chmod +x /usr/local/bin/docker-compose"

cd $(dirname $0)

docker-compose -f docker-compose-registry-proxy.yml up -d



docker daemon.json & & U

daemon.json B E 7 X

e Linux : /etc/docker/daemon.json

e Windows Server : C:\ProgramData\docker\config\daemon.json

e Docker for Mac / Docker for Windows : Click the Docker icon in the
toolbar, select Preferences , then select Daemon . Click Advanced .

daemon.json &2 &

A% ik

kv

// BLE—~

{
"registry-mirrors": ["https://registry.docker-cn.com"]
}
// BLE %
{

"registry-mirrors": ["https://registry.docker-cn.com","https:/
/docker.mirrors.ustc.edu.cn"]

}

T

A% a3k

kv

w4

&

docker-cn 7% . https://registry.docker-cn.com

T4 K : https://docker.mirrors.ustc.edu.cn

A&



"debug": true,
"log-level": "info"

log-level &% sX{4&.45: debug , info , warn , error , fatal

% ¥ Prometheus

https://docs.docker.com/engine/admin/prometheus/#configure-docker

"metrics-addr" : "127.0.0.1:9323",
"experimental" : true

RIFT T E LA

https://docs.docker.com/engine/admin/live-restore/#enable-the-live-restore-
option

% dockerd #AERIEE  REKRBFERHFE -

"live-restore": true

Linux ¥ #& docker daemon

$ sudo kill -SIGHUP $(pidof dockerd)

BE R FE A GAE ZARED

https://docs.docker.com/engine/admin/systemd/#runtime-directory-and-
storage-driver


https://docs.docker.com/engine/admin/prometheus/#configure-docker
https://docs.docker.com/engine/admin/live-restore/#enable-the-live-restore-option
https://docs.docker.com/engine/admin/systemd/#runtime-directory-and-storage-driver

T3t A A5 T VA Rk AR R

"graph": "/mnt/docker-data",
"storage-driver": "overlay"

graph : % EHF#4& B %
e Docker Root Dir: /mnt/docker-data
storage-driver : 1% & & IR

e Storage Driver: overlay

user namespace remap

https://docs.docker.com/engine/security/userns-remap/#enable-userns-
remap-on-the-daemon

e E L R P ER Ekgt

userns-remap AT ARE wREFE 2RA —ML > MLARFEET
WREFEEFANEL Ap = o4 F2EM 85 2R EXA Ara

o 4
o HMp:4
o 4 X AP WETUZARFAPE Lik X ID °
o testuser
o testuser:testuser
o 1001
o 1001:1001
o testuser:1001
o 1001:testuser

78

[e}


https://docs.docker.com/engine/security/userns-remap/#enable-userns-remap-on-the-daemon

% A daemon.json

{

"userns-remap": "testuser"
}
// BFEAET AP BAERA & ARAID
{

"userns-remap": "testuser:1001"
}

$ dockerd --userns-remap="testuser:testuser"

userns-remap AR %  2HFERTRZ - BT AKIAE AR E LR
A—n A& uid 0 89K P A A5 2R RE D > IAm BB R > ARG 4
B o BTl R Z B Al user id remap ° 1RE AL MK —T o 1228 A uid
remap ¥ AMER H AR L o

1. Edit /etc/docker/daemon. json . Assuming the file was previously empty, the

following entry will enable userns-remap using user and group called testuser .

You can address the user and group by ID or name. Youjonly need to
group name or ID if it i5from the user name or ID. If you provide both the

user and group name or ID,

specifyjthe

separate them by a colon ( : ) character.

The following

formats will all work for the value, assuming the UID and GID of testuser are

1821 :

testuser
testuser:testuser
lae1

leel:18al
testuser: 1881

| 1001:testuser |

: \

o o o o o o

» ik -> group name

"userns-remap”:
; 1001:testuser

16



Get started, Par1: Orientation and set up

Wi | AR ZH AL T fR4efT4 A Docker °
AEBAR QLS N/NHy o BB ELP

LT @ ETRERTEGAI]
MBEFEBITRGE—ARA
KRG TAY ERIRS
EZEMNEZRY EEBEGR S
Wik ARG BB G5 B RS
F4 1569 swarm R E 2| £ =

2 o

BB & IEE R E S AARET 2 BA R FAE RS o /2% » Docker #1187
ThefTigsd ~ AMAeiT e M B A RRRELET T Ha o

LW X

BAREBNBEELR P T UMAE 2B RFEFBLZAT B Docker 24+ Z VAR 4T
1¢ K] Docker °

I EEEZAT BT FRZEC BRI LS

o |P MuitFrsz o

JE AL

i B A

AR RN AR B A A A
MERRAERIEALET » #lde CPUB SR -RAMBERE (FF) ¥ o

SER LIRS

BB AR EL S TITORIRME > CELBTERNIRBAENAARNE
QAENRG ~ BATH ~ B~ L EA BB LAF o


https://www.docker.com/what-docker
https://www.docker.com/use-cases

BB AN EITH L) - ZEPATREREEANG T T RMTZ c KIAVFALT » €
AR T EAIRIFIEAT » AUfE BL B 15 9] AL A Foss 0 895 JUT 4 AT i
15

BHEEIMNAB ELARNG NEZETRA o AT E RT3 T IRAITEIF
Rl E A b 0 ST EA RF M ARRAE o BETUARBRAMNGIF » AT EH
LRGP ET o & ARG AR AT H AT AT U o

R 5)E P

EREREMA A E RN » FHEEBILE

JE BAALE

VM

App A App B App C

Bins/Libs Bins/Libs Bins/Libs

Guest OS Guest OS Guest OS

Hypervisor

Infrastructure




BRMETRERFAL - FEEHEMEFOBREALE - WA T REERN > 4
BARBESGG PR REGRELAAERE - AATENERBA - B#IEALTE
T AR 5 & K B A Z H] 6916 B fic B A8 % B% o

~
RS

o~

R

A

CONTAINER

App A App B App C

Bins/Libs Bins/Libs Bins/Libs

Docker

Host OS

Infrastructure

FETA AFxeA MG > AALTEELETEERR T O EXTHTLHA
HRFORBA > IEFAEFELEINALLRZER - IEHABRHEBTHFAEXMTR
A @A FHETUALELIT docker ps FHA4ARE—FTEEN - wh EA
Linux LiE4T ps AR EHBE—H o B » W TENELHARBR » BT
BAERE AR FEAKR AT AL B o

]



BT Z AT ARG AL E T mATR A Docker °

o BEHFXAMPRUEFABIFAGH T EF % AR L% Docker
o w R4 ubuntu TLE RFM AL docker » T X AHEA X E ubuntu 16.04
T %% docker-ce 17.09

E L EERA 113 XEFHRA

BI5 489% 1547 docker run hello-world HA B XM TUTARAEL -

$ docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working
correctly.

To generate this message, Docker took the following steps:
.(snipped)...

A AR IEAE R B9 R AR 1.13 RE FZHRA © 54T docker --version #A47
DN

$ docker --version
Docker version 17.05.0-ce-rc1, build 2878a85

I REA B ENT AL AR > AT CHITRE & T o

N2
A=

TS BRI AT THIT A+ RA S 2 EL o TRF 2 CI/CD
TS B A% B oA KB AL AT 5 o R B0 ARRHR » LR
BRI o Ry B FE B 231 80 T BT S R A AT 80 B L E AL o

RAVETHRIARXEARE 28 o FEMER A EAL -


https://docs.docker-cn.com/engine/installation/

Get started, par2: Containers

Lk F M

o X% Docker }%&$1 13 R E JMRA ©
o i % C]’é’]%)’f}ﬂ)"ff-%] °
° ﬁﬂ\iﬁ,k iR B MAREAT » LR B AT E S

docker run hello-world

1 7T vAFH45 3% B8 Docker 77 A Bl o RATIG I £ 5 A 69 2 R4 69 &R E
(BP> & ) A4 BRATOERASZOAZR - BRI EZRE > 2 LT
BEREAFPHITAFTN (FHAE £ 349 ) cmE A TRIEINHIHK
B MTEXARSHRTE (F5M % 539) o

o A

o R%
o BH (MBARR)

156 31 7 & 3

do R B4 % 5 Python 5 A » #8855 — 37 Ak %% 4% Python 478 22 % Bl bt
£i°4f’x%%&m S E A IR M e st > A AR R R T EAT 5 M T BT

o R B AR %35 kL 0 AR AR Ae gl o

& 8h Docker » & R & 14 T #4469 Python EATH IR A 564% » @ £ F # AT
5 féﬁé@#@%’ﬂﬂ%%$ Python 4t1% 5 & A XA 6,4 — A2 » }krﬁ@%ﬁt
R IR AE AT B AR — AL o

jt

R M 694 1% B Dockerfile 3L o



1€ Fl Dockerfile T XZ&EZHE

Dockerfile M &M EE N T LIRFF AT o MBI O LR H
3 R 6915 B R SLIREE 5’:%}33#»1% » KRS T ARG ERI S ALB LM

9% DR AR SR 0 BRI R R BB R IR A LA o 2R f inhﬁxkbié’“f'éﬂ'?

G BT A E L Dockerfile &L AMHEITA L BITIHIEEARR o

Dockerfile

Gl E B FHE LA Dockerfile BT ARL T o 2 FHAFHIE G E
FROM python:2.7-slim

WORKDIR /app

ADD . /app

RUN pip install -r requirements.txt

EXPOSE 80

ENV NAME World

CMD ["python", "app.py"]

st Dockerfile FIATHAMHNKRQIZEGALE » L4 app.py #
requirements.txt ° ZEEFHEF » BN LEEFRERNZE -



% BEREIESEE >
WwRRERERS R E® > FE & Dockerfile FHRmATA » 1& A
ENV 435 T RIZIR 5 55 69 TAAfes8 0 o

# REXREIME S > H#, host:/port AMRKRERS E 6944

ENV http_proxy host:/port
ENV https_proxy host:/port

The app itself

PRELIZ AU 45 AN Dockerfile ATAES LR o X ZARKANGZA
BT NEIEFHE - Lk Dockerfile MEE|SE T » &-T
Dockerfile #J ADD #4fmZ T  app.py # requirements.txt ° B4
By EXPOSE 44 » ¥fcapi@ i HTTP 5 app.py #%rd o

requirements. txt

Flask
Redis

app.py



from flask import Flask

from redis import Redis, RedisError
import os

import socket

# Connect to Redis
redis = Redis(host="redis", db=0, socket_connect_timeout=2, sock
et_timeout=2)

app = Flask(__name__)

@app.route("/")
def hello
try:
visits = redis.incr("counter™)
except RedisError:
visits = "<i>cannot connect to Redis, counter disabled</
i>"

html = "<h3>Hello {name}!</h3>" \
"<b>Hostname:</b> {hostname}<br/>" \
"<pb>Visits:</b> {visits}"
return html.format(name=o0s.getenv("NAME", "world"), hostname
=socket.gethostname(), visits=visits)

if __name__ == "_main__":
app.run(host='0.0.0.0"', port=80)

AL » BATTVAHE] » pip install -r requirements.txt %X Python &
Flask #= Redis /& * stz A4 I3 T & NAME AR RE
socket.gethostname() M &%rE o &G » BT Redis R4EZEAT (HA KR
Z ¥ T Python & » M R% ¥ Redis B &) » B3R 2NZE X E Lk A eHk
KW A R & o

E AR BAR G EAG LB A RES D & RMTIEAL BT T IHATT
ey A2 ID o

My #E 2 F



569 | R F & Python A% L requirements.txt FHEMAZE » Lo
k&kﬁ%ﬁ%%%nﬂ””ﬁ%ii L& & R E SE4E B Python #= Flask %
BIRYE 2 # TR E o

UTEIs R ETFEAZE :

$ 1s
Dockerfile app.py requirements. txt

WA > BATHEG S o X502 Docker 504 » HRAVEAEH -t s H#ATHRIC -
VRN RO R S

docker build -t friendlyhello .

REMENFRAEMTRE ? AL THROIE L9 RK# Docker 4814 E F -

$ docker images

REPOSITORY TAG IMAGE ID
friendlyhello latest 326387cea398
N - /' ~
BATR

BATR A AER -p HEEALEE 4000 5% T BRAT B E B R FEE 80 0

docker run -p 4000:80 friendlyhello

A B 2K P 6 Python £ %4 5 A% (ML http://0.0.0.0:80 )
byifdm o 2% > BIHERABZE RN » 25 S TR m A6 4000 5% 28R
HETEEN 80 o HFRIEEM URL AN
http://localhost:4000 -°

/£ Web #| %% P15 F % URL AEAM A EREG I TAZ > 2iE“Hello
World” T A& ~ & % IDVA & Redis 4% & ©

) W 25 P 49 Hello World



832 T VA shell ¥4 curl v & &AM A% ©
$ curl http://localhost:4000

<h3>Hello World!</h3><b>Hostname:</b> 87c990912al4<br/><b>Visits
:</b> <i>cannot connect to Redis, counter disabled</i>

i osbig o ZeRgt 4000:80 A THHAEAL Dockerfile FHRFEHNANEHIE
Jl docker run -p AHHAEIRGEF EBEETERF » KMNMAFK L
Lty 80 sk D BRAT B A B T 69 80 sk 2 4L A http://localhost ©

fe %% Edz CTRL+C B o

R -d EEEEBITESR -

docker run -d -p 4000:80 friendlyhello

BERFERAGKEZ ID REKBREE L35 c ZRRINALEE BT o BT Tl
Fl docker ps EA%EXEE ID (X&A ID ?Vlﬁiéf’%rv\é\ﬂffiéﬁlﬁ"?)

$ docker ps

CONTAINER ID IMAGE COMMAND CREA
TED

1fad4ab2cf395 friendlyhello "python app.py" 28 s

econds ago

834 A % CONTAINER ID 5 http://localhost:4000 _L&)/A %48 TE o

A > £ docker stop A CONTAINER ID % R#%#AZ » e TFH T :

docker stop 1fad4ab2cf395

L =418

ﬁ?m%&Mmi@%%T@ﬁi’ﬁuL%aﬁ%% @#E L7547 o
s EREREBINREINAEZIRBE P » FRT BTt 2 41485 -



G E X RCEES S MABRCERGIGES - TRELREZ I £
T GitHub 4215 & & o 40185 b 89— Atk P T AGI R % 12 & - ZINHF L
T » docker cLI 1%£J8 Docker &)/ 5% & o

E L RAVIE AL 1E R Docker B9NR AL E » LA A AL TG H AL ZE T
B E » 12 H T S N4 T dE » A A E ZE T4 Docker
Trusted Registry % & & 8 89+ A4E1E & o

i¢ K] Docker ID & %
4o E A8 & A Docker ¥ P > #57£ cloud.docker.com P #A4TEM o 2 F B AP L o

B EARHALE L8 Docker R 45AEE o

docker login

ir1e451%

HATHARREEGRIZE T ORBECEAXKGETEA
username/repository:tag °tag A& &M o 2R AE A B » A A X T4EIRE T
T4 Docker %48 AR A LA o 43t ET XA RBEEF tag 8T H & L9 4
o Bl4e get-started:partl X2 4EMAN get-started G EHKEL
#®1CA partl °

WA BEESHE —A > izl o RAKRGA P L ~ SR EFdr &8 fREAT
docker tag image ° VMZ4EIGNE EAEBIATE B 693 o shap 0913k ¢

docker tag image username/repository:tag
5] 4= :

docker tag friendlyhello john/get-started:partl

iZ4T docker images WEF#Ar1CE94E1% o (BT AER docker image
ls ©° )



#5148 A  docker image 1s XAk 7 ik o docker # LI 42 & A IRk 5 BT
HAEBRPE » B bR AR —F 2R A ERE o XM FEE5E o B
B K Ty CRRAE FHAE o

$ docker images

REPOSITORY TAG IMAGE ID
CREATED SIZE

friendlyhello latest d9e555c53008
3 minutes ago 195MB

john/get-started partl d9e555¢c53008
3 minutes ago 195MB

python 2.7-slim 1c7128a655f6
5 days ago 183MB

B AR

K ire gtk EE B BR S E

docker push username/repository:tag

TG » W ATF b A8 4 R o 4w 2B F Docker Hub » =T x44% A 2 pull 44 F %
#0945 A% o

MNZEHRCE TR BTG

MILE T4 » BT 4E A docker run @ FFE T VAE A AT - S e fEATHL S Lz
B A

docker run -p 4000:80 username/repository:tag

o RAFBAEMNE AWK T » Docker iM% E PALELE o



$ docker run -p 4000:80 john/get-started:partil

Unable to find image 'john/get-started:partl' locally

partl:Pulling from orangesnap/get-started

10a267c67f42:Already exists

f68a39a6ab5e4:Already exists

9beaffcOcf19:Already exists

3c1fe835fb6b:Already exists

4c9f1fa8fch8:Already exists

ee7d8f576al4:Already exists

fbccdcced46e:Already exists

Digest: sha256:0601c866aab2adcc6498200efd0f754037e909e5fd42069ad

eff72d1e2439068

Status: Downloaded newer image for john/get-started:partil
* Running on http://0.0.0.0:80/ (Press CTRL+C to quit)

E e REBRE L A8 tag v AT B BATHARR 0 d4
1¢ Fl4= & :latest o DOCker/I @Uﬂﬁﬁﬁ B ARE 0 OUT BAT 5 4% 09 5
HRA (TUARZRFH41) o L# docker run ZEFTLAWAT » M

requirements.txt AzBLIRE94E1E R Python #= AT A IR #R » RJg BT K
oo A N EAR A — AR &P R B S B ZAUR & %K Docker k24T
IE’O

“2%%n*ﬂiimﬁ@%%ﬁm§oﬁT~ P BN FE D e fTRLERSE P

YLk M1k % 35 »

WMEfird Rk (Tk)

UTRAETAT @R E N R LEHICTE .
XEH =N B4R T MEH o

AT ZT @ 69 KK Docker 47 & » AR —ta Xpd (R EBEEH%YS
mHATH—FRE) o


https://asciinema.org/a/blkah0l4ds33tbe06y4vkme6g
https://docs.docker-cn.com/get-started/part2/

docker build -t friendlyname .# A3t A %4 Dockerfile &lZE4#1%
docker run -p 4000:80 friendlyname # {77 4000 % 90 &“ A7
R B S

docker run -d -p 4000:80 friendlyname # NEAR > 12k 5 5
X TF

docker ps # EFEPTAELEEBITHRES N
P

docker stop <hash> # %ﬁuﬂh¢JL# R
docker ps -a # ERABERNI R SREITHES
docker kill <hash> # 3 %J%ﬂﬂ#‘”’ﬁ%ﬁé

docker rm <hash> # OASALE P M RIS R B

docker rm $(docker ps -a -q) # MO E P MR ATA R R
docker images -a # LTMAE LA
1%

docker rmi <imagename> # MU M R T8 SR

docker rmi $(docker images -q) # MILALE b M R AT A 4R
docker login # 12 %46 Docker RiEE Fb CLI &4

docker tag <image> username/repository:tag # /71l <image> VA LEA%
B4 1% 5

docker push username/repository:tag # 5 CAzieag4Eig B4E
’3)1., f%% E
docker run username/repository:tag # EATHRARE

89 4% 1%



service

£]7Z swarm

$ docker swarm init --advertise-addr 192.168.56.205
Swarm initialized: current node (9fu8bOot®55ayazhcxu61jv33) is n
ow a manager.
To add a worker to this swarm, run the following

docker swarm join --token SWMTKN-1-lonpgfhmh9krhfkdw5bucfvr4
vriulm@ber2figmbrgp7ehOmoO-ewm3hnddibbq45492igzx2rxr 192.168.56.2

05:2377

To add a manager to this swarm, run 'docker swarm join-token man
ager' and follow the instructions.

£ A stack

$ docker stack deploy -c docker-compose.yml getstartedlab
Creating network getstartedlab_webnet
Creating service getstartedlab_web

Let’s inspect one task and limit the ouput to container ID:

i# it docker service Z#19 service 1z &

Get the service ID for the one service in our application:



$ docker service 1ls

ID NAME MODE REPL
ICAS IMAGE PORTS
jhkiqvpxov65 getstartedlab_web replicated 3/3

uyinn28/friendlyhello:latest *:80->80/tcp

Docker swarms run tasks that spawn containers. Tasks have state and their own
IDs:

$ docker service ps getstartedlab_web

ID NAME IMAGE

NODE DESIRED STATE CURRENT STA
TE ERROR PORTS
igyp06sdglos getstartedlab_web.1 uyinn28/friendlyhe
llo:latest S005_Ubuntul604S Running Running 6 m
inutes ago
wuc02ndv48f7 \_ getstartedlab_web.1 uyinn28/friendlyhe
llo:latest S005_Ubuntul604S Shutdown Shutdown 6
minutes ago
gsssyx6rwz07 getstartedlab_web.6 uyinn28/friendlyhe
llo:latest S005_Ubuntul604S Running Running 6 m
inutes ago
toOxg7tp59bk getstartedlab_web.10 uyinn28/friendlyhe
llo:latest S005_Ubuntul604S Running Running 6 m

inutes ago

i# it docker container %14 container #7138



$ docker container ps -a

CONTAINER ID IMAGE COMMAND
CREATED STATUS POR

TS NAMES

ea8167447298 uyinn28/friendlyhello:latest "python app.p

y" 10 minutes ago Up 9 minutes 80/

tcp getstartedlab_web.6.qsssyx6rwz@7ppch07jud2

rnk

100bcb7eb051 uyinn28/friendlyhello:latest "python app.p

y" 10 minutes ago Up 9 minutes 80/

tcp getstartedlab_web.10.to0xg7tp59bkshrrvgfay

hutp

e12bb83371fd uyinn28/friendlyhello:latest "python app.p

y" 10 minutes ago Up 9 minutes 80/

tcp getstartedlab_web.1.igyp06sdql@s8eo0eyg6dz

91q

3541388506c7 uyinn28/friendlyhello:latest "python app.p

y" 36 minutes ago Exited (137) 9 minutes ago

getstartedlab_web.1.wuc02ndv48f7jp71smOs0Oj

ya6

b712972c07d5 registry:2 "/entrypoint.

sh /e..." 24 hours ago Up 24 hours 0.0

.0.0:5000->5000/tcp registry

task_id #= container_id Z &

$ docker inspect --format='{{.Status.ContainerStatus.ContainerID
}}' <task>

$ docker inspect --format='{{.Status.ContainerStatus.ContainerID
+}' 1gyp06sdqlOs
e12bb83371fd9a661e34d16e69dc7c56bb0a832d92ecd620042823da6a807725

Vice versa, inspect the container ID, and extract the task ID:



$ docker inspect --format="{{index .Config.Labels \"com.docker.s
warm.task.id\"}}" <container>

$ docker inspect --format="{{index .Config.Labels \"com.docker.s

warm.task.id\"}}" 100bcb7eb051
toOxg7tp59bkshrrvgfdyhutp

Scale the app

You can scale the app by changing the replicas value in docker-compose.yml,
saving the change, and re-running the docker stack deploy command

$ docker stack deploy -c docker-compose.yml getstartedlab

Updating service getstartedlab_web (id: oauk2ifq9mfkgik2kdr8cqgu
r)

Docker willdo an in-place update , no need to tear the stack down
first or kill any containers.

$ docker container 1ls -q
€aB8167447298
100bcb7eb051

e12bb83371fd
b712972c07d5

Take down the app and the swarm

Take the app down with docker stack rm:



$ docker stack rm getstartedlab

Removing service getstartedlab_web
Removing network getstartedlab_webnet

This removes the app, but our one-node swarm is still up and running (as shown

by docker node 1s ). Take down the swarm with docker swarm leave --
force .

& i swarm

o ¥ 5iE¥ docker swarm leave
e swarm manager 5,1 Hl  --force &H|EH



$ docker node 1ls

ID HOSTNAME STATUS
AVAILABILITY MANAGER STATUS

9fu8bOotO55ayazhcxu61jv33 * S005_Ubuntul604S Ready
Active Leader

$ docker swarm leave

Error response from daemon: You are attempting to leave the swar
m on a node that is participating as a manager. Removing the las
--force™ t

t manager erases all current state of the swarm. Use
0 ignore this message.

$ docker swarm leave --force
Node left the swarm.

$ docker node 1ls

Error response from daemon: This node is not a swarm manager. Us
e "docker swarm init" or "docker swarm join" to connect this nod
e to swarm and try again.

ER RS



docker stack 1s # Lis
t stacks or apps
docker stack deploy -c <composefile> <appname> # Run the specif
ied Compose file
docker service 1s # List running services associ
ated with an app
docker service ps <service> # List tasks associ
ated with an app
docker inspect <task or container> # Inspect t
ask or container
docker container 1ls -q # L1
st container IDs
docker stack rm <appname> # Tear dow
n an application



swarms

Understanding Swarm clusters

A swarm is a group of machines that are running Docker and joined into a

cluster . After that has happened, you continue to run the Docker commands
you’re used to, but now they are executed on a cluster by a swarm manager .
The machines in a swarm can be physical or virtual . After joining a swarm,
they are referred to as nodes .

swarm 3t docker £BFE N o B swarm X5 » A R fEE  swarm manager
AT o e N EBEHLE T UL B E I 0 MAZE » KA F &R o

Swarm managers can use several strategies to run containers, such as

e ‘“emptiest node” - which fills the least utilized machines with containers.
AR BERIKGIE T RE S

e Or “global” , which ensures that each machine gets exactly one instance
of the specified container. 4 & MLE A9 Be— N E &

You instruct the swarm manager to use these strategies in the Compose file ,
just like the one you have already been using.

Swarm managers are the only machines in a swarmthat can execute your
commands , or authorize other machines to join the swarm as workers .
Workers are just there to provide capacity and do not have the
authority to tell any other machine what it can and cannot do.

Up until now, you have been using Dockerina single-host mode on your local
machine. But Docker also can be switched into swarm mode , and that's what
enables the use of swarms. Enabling swarm mode instantly =% makes the

current machine a swarm manager . From then on, Docker will run the
commands you execute on the swarm you’re managing, rather than just on the
current machine.

Set up your swarm



Aswarmis made up of multiple nodes , which can be either physical or
virtual machines . The basic concept is simple enough: run docker swarm
init to enable swarm mode and make your current machine a swarm
manager , thenrun docker swarm join on other machines to have them join
the swarm as workers .

e docker swarm init : @|Z swarm E B AALEMA swarm manager (3
£
e docker swarm join : v AL Z4|ELFE swarm B worker (%)

Create a cluster

JR L Z4¢ Fl docker-mechine 417 T & AE B o

BwT&RKEH docker-ce B Ubuntule04Server CTLAEZEMMNT » AL E
W% ¥ virtualbox ° A XEZHA T A Ubuntuled4Server - FEAE

T docker-ce

TEL TEAE IP 3t A YR Docker h& A
S12 Manager 192.168.56.212  Ubuntu 1604.03  Docker-ce 17.06
S13 Worker 192.168.56.213  Ubuntu 1604.03 Docker-ce 17.06

#1451t swarm

£ s12 LE#ATe 4 docker swarm init o 4ATIE 0 S12 EARAIANE
BFH) swarm manager - BRI EBFGPTA G AMIAT S12 A H e

BT s12 EASAIP > AEWLEI swarm 890H4% » s0/f4¢ F - -advertise-
addr 192.168.56.212 45 swarm 489 P o



[user@se12 04.swarm_sample]$ docker swarm init --advertise-addr

192.168.56.212
Swarm initialized: current node (z2yzvrbhOmv2w2yzhoc9ryzmb) is n

ow a manager.
To add a worker to this swarm, run the following

docker swarm join --token SWMTKN-1-4750ptovihfil7iva7ofrwvki
hvwupn4gs8akpz4hqis13y7u5-59w992ywlsrxmelglcr6axc9a 192.168.56.2
12:2377

To add a manager to this swarm, run 'docker swarm join-token man
ager' and follow the instructions.

ML T G » TAFBALRT > YA EMNECE A manager i T o

FHE T docker swarm join A4 T HE A Z AT Im A% EFBF o
To add a worker to this swarm, run the following

docker swarm join \
--token <token> \
<ip>:<port>

f£ S13 LE#4T docker swarm join @ AAe AR A €28 swarm e

user@s013:~$ docker swarm join --token SWMTKN-1-4750ptovlihfil7iv
a7ofrwvkihvwupn4gs8akpz4hqis13y7u5-59w992ywlsrxmelglcr6axc9a 192
.168.56.212:2377

This node joined a swarm as a worker.
# BT BRCERI A swarm © ERHF AW o

A% £12 A docker swarm join B s 2R node A% IP IR b
A& A --advertise-addr ipaddr %R ° &M docker AR5 5% b K4 KAk
AHMAEFE—ANFF o A X AT RS ARATHAFEY o

N\

%% {docker99 ) %mBEIMBELRE


https://blog.lab99.org/post/docker-2016-07-14-faq.html#docker-duo-su-zhu-wang-luo-zen-me-pei-zhi

MAEEE s12 1A docker node 1ls A LA T AKA

$ docker node 1s

ID HOSTNAME STATUS
AVAILABILITY MANAGER STATUS
re0g5dw09cwd7h4ciab68uawl S013 Ready Active
z2yzvrbhOmv2w2yzhoc9ryzmb * S012 Ready Active
Leader

TAEER » S12 42 SI3 AL EMRA BT 2T o 4 H > £ MANAGER STATUS
—k » S12 #AxH Leader °

Deploy your app on a cluster

44 g S12 £ > i@ swarm manager 89§ @ EF X AR o K E

@3.service ¥ ¥4 docker-compose.yml °

1%l docker stack deploy 4 &% A o

[user@S012 03.service_sample]$ docker stack deploy -c docker-com
pose.yml getstartedlab

Creating network getstartedlab_webnet

Creating service getstartedlab_web

FRIEZNA BT S13L@EA octowhale/friendlyhello:tag 4%1% °
AP AL S13 F A LR HEEAHAKT » 27 No such image:... ° &5 4
MEANBEAMMBHESI2 LT

v

B4 T o KRR 1ZA latest mEMRT

4
\\

A REREARMREL

tag °



[user@se12 03.service_sample]$ docker stack ps getstartedlab

ID NAME IMAGE
NODE DESIRED STATE CURRENT STATE
ERROR PORTS
tgxgpkg81j3d getstartedlab_web.1 octowhale/friendly
hello:tag S013 Ready Preparing 1 second ago
lylttxrahjsm \_ getstartedlab _web.1 octowhale/friendly
hello:tag S012 Shutdown Rejected 1 second ago

"No such image: octowhale/friend.."

Bk £ S12 L#AT4 4 docker stack rm FXHMR % o

[user@S012 03.service_sample]$ docker stack rm getstartedlab
Removing service getstartedlab_web
Removing network getstartedlab_webnet

KRG rEl® s13 o 4E A docker pull AiiELsEiE
octowhale/friendlyhello:lastest °

$ docker pull octowhale/friendlyhello:latest
latest: Pulling from octowhale/friendlyhello
ad74afo5f5a2: Pull complete
a36alc5lab4d: Pull complete
bel169522399f: Pull complete
286703095347: Pull complete
1cifda0fad4c6: Pull complete
0951c86a6675: Pull complete
0302b40f6cd6: Pull complete

&G BREE s12 LR H A

1% ] docker stack ps getstartedlab &A% R



[user@se12 03.service_sample]$ docker stack ps getstartedlab

ID NAME IMAGE

NODE DESIRED STATE CURRENT STATE

ERROR PORTS
tcwOrpmg3jmh getstartedlab_web.1 octowhale/friendlyhell
0:latest S013 Running Running 8 seconds ago
v2wwOvi172uch getstartedlab_web.2 octowhale/friendlyhell
0:latest S013 Running Running 8 seconds ago
yhlyjw4quyol getstartedlab_web.3 octowhale/friendlyhell
0:latest S012 Running Running 9 seconds ago
5yyyqg98y7ad4 getstartedlab_web.4 octowhale/friendlyhell
0:latest S013 Running Running 8 seconds ago
gpbonqg3g97sv getstartedlab_web.5 octowhale/friendlyhell
0:latest S012 Running Running 9 seconds ago

TUREA » ZRCELERETREGFHEHART o

EE D BoREARMEEE > s13 k@ XK 0 &F "starting
container failed: Ad." ° 244 > %AW docker-compose.yml
KAk O REA - "ge:ge" o wm TR EAM P 0 TARATH 80
Do SRR T Y 8080 5 FHAMEFT o

jo9hnjmfghnmb \_ getstartedlab_web.2 octowhale/friendly
hello:latest S013 Shutdown Failed 31 seconds ago
"starting container failed: Ad.."

Accessing your cluster

You can access your app from the IP address of either Fl & s12 or si13 . The
network you created is shared between them and load-balancing. & ¥ M % f=
LB



The reason both IP addresses work is that nodes in a swarm participate in
an ingress routing mesh # X% & A v | This ensures that a service deployed
at a certain port within your swarm always has that port reserved to itself, no
matter what node is actually running the container. Here’s a diagram of how a
routing mesh for a service called my-web published at port 8080 on a three-node

swarm would look:

192.168.99.100:8080 192.168.99.101:8080 192.168.99.102:8080
my-web published port my-web published port my-web published port
swarm swarm swarm
load load load
balancer balancer balancer
T e e L
DR | I— I
e [l NG T Sl
10.0.0.1:80 10.0.0.2:80
my-web. 1 node1 my-web.2 node2 node3
192.16899.100 192.168.99.101 192.168.99.102

ingress network

Having connectivity trouble?

Keep in mind that in order to use the ingress network in the swarm, you need to
have the following ports open between the swarm nodes before you enable
swarm mode: 4= R % £ 3, £ F ¥ & A 2 ingress-routing-mesh » & &£ ¥ 5 A
BAE A AT % a5 4]

Port 7946 TCP/UDP for container network discovery.
Port 4789 UDP for the container ingress network.

Iterating and scaling your app

From here you can do everything you learned about in part 3.
Scale the app by changing the docker-compose.yml file.

Change the app behavior by editing code.



In either case, simply run docker stack deploy again to deploy these
changes.

You can join any machine, physical or virtual, to this swarm, using the same

docker swarm join command you used on S13 , and capacity will be added
to your cluster. Just run docker stack deploy afterwards, and your app will
take advantage of the new resources.

Cleanup

You can tear down the stack with docker stack rm. For example:

docker stack rm getstartedlab



stack

https://docs.docker.com/get-started/part5/

Introduction

A stack isagroupof interrelated(#8%%) services thatshare
dependencies, and can be orchestrated(%: #) and scaled together. A single
stack is capable of defining(® ) and coordinating(##) the functionality
of an entire application (though very complex applications may want to use
multiple stacks).

FTVvA s stack £ » TREESREE S o

A# stack 1£4 4 docker stack deploy

Add a new service and redeploy
Ae E—% —#H > ENZEFEARAANST AR s12 A= S13 .

TERL T ERAG IP ¥t Z IR Docker #g &
S12 Manager 192.168.56.212  Ubuntu 1604.03  Docker-ce 17.06
S12 Worker 192.168.56.213  Ubuntu 1604.03 Docker-ce 17.06

=% RECEMMAERT stack ,BHET swarm o

Q1 RF

AT oA 8

23

ol

k!

N

E7

6

[user@se12 05.stack_sample]$ docker swarm init --advertise-addr
192.168.56.212


https://docs.docker.com/get-started/part5/

[user@se13 ~]$ docker swarm join --token SWMTKN-1-3096uq30z7u8x5
gts5uy7zfhevd5uet50s5s7a84a5b908clxh2-dattjfqr3pw9sjcsqvfiykdri 1
92.168.56.212:2377

[user@se12 05.stack_sample]$ docker node 1s

ID HOSTNAME STATUS
AVAILABILITY MANAGER STATUS
69im9oe8rljfjbh600dnyulks * S012 Ready Active
Leader
nghgz9accdqorokp6ct47c262 S013 Ready Active

[user@se12 05.stack_sample]$ docker stack deploy -c docker-compo
se.yml getstartedlab

Creating network getstartedlab_webnet

Creating service getstartedlab_web

[user@se12 05.stack_sample]$ docker stack ps getstartedlab

ID NAME IMAGE
NODE DESIRED STATE CURRENT STATE
ERROR PORTS
jco8fikcnozf getstartedlab_web.1 octowhale/friendlyhell
0:latest S013 Running Running 2 minutes ago
XOw43zxuiloa getstartedlab_web.2 octowhale/friendlyhell
0:latest S012 Running Running 2 minutes ago
ofbupicgjilaf getstartedlab_web.3 octowhale/friendlyhell
0:latest S013 Running Running 2 minutes ago
30al6pv6ov4k getstartedlab_web.4 octowhale/friendlyhell
0:latest S013 Running Running 2 minutes ago
iv33enuysiu2 getstartedlab_web.5 octowhale/friendlyhell

0:latest S012 Running Running 2 minutes ago



¥ %7 docker-compose X

version: "3"
services:
web:

image: username/repo:tag
deploy:
replicas:
restart_policy:
condition: on-failure
resources:
limits:
cpus: "0.1"
memory: M
ports:
"80:80"
networks:
- webnet
visualizer:
image: dockersamples/visualizer:stable
ports:
- "8080:8080"
volumes:
"/var/run/docker.sock:/var/run/docker.sock"
deploy:
placement:
constraints: [node.role == manager ]
networks:
- webnet
networks:
webnet:

The only thing new here is the peer service to web , named visualizer .
You'll see two new things here:

e a volumes Kkey, giving the visualizer access to the host’s socket file for
Docker,



e and a placement Kkey, ensuring that this service only ever runs on a
swarm manager — never a worker. That’'s because this container, built from
an open source project created by Docker, displays Docker services running
on a swarm in a diagram.

FHMAT docker stack deploy £ # getstartedlab &% -

[user@se12 05.stack_sample]$ docker stack deploy -c docker-compo
se-visualizer.yml getstartedlab

Updating service getstartedlab_web (id: 7m4i1ily612f8mk9jh7pt7jp
V)

Creating service getstartedlab_visualizer

[user@S012 05.stack_sample]$ docker stack ps getstartedlab

ID NAME IMAGE

NODE DESIRED STATE CURRE
NT STATE ERROR PORTS
7p8ptodqp2ww getstartedlab_visualizer.1 dockersamples/v
isualizer:stable S012 Running Running 16 second
s ago
jco8fikcnOzf getstartedlab_web.1 octowhale/frien
dlyhello:latest S013 Running Running 5 minut
es ago
Xx0w43zxuidoa getstartedlab_web.2 octowhale/frien
dlyhello:latest S012 Running Running 5 minut
es ago
ofbupicgjlaf getstartedlab_web.3 octowhale/frien
dlyhello:latest S013 Running Running 5 minut
es ago
30al6pv6ovak getstartedlab_web.4 octowhale/frien
dlyhello:latest S013 Running Running 5 minut
es ago
iv33enuysiu2 getstartedlab_web.5 octowhale/frien
dlyhello:latest S012 Running Running 5 minut

es ago



T% %] getstartedlab_visualizer.1 RE#H T —4 > FHEITE S12
Lt - The visualizer is a standalone service that can run in any app that includes it
in the stack. It doesn’t depend on anything else.

#id http://192.168.56.212:8080/ 2 http://192.168.56.213:8080/ AT
A% % visualizer @ o A4 swarm #3F T AU( ingress routing

mesh ) °

getstartedlab_web getstartedlab_web

getstartedlab_web getstartedlab_web

getstartedlab visualizer getstartedlab_web




Persist the data

ABRB RN ZALEIE redis o

%2 docker-compose.yml 3¥§4e redis 3%

# docker-compose-visualizer-redis.yml
version: "3"
services:
web:
# replace username/repo:tag with your name and image details
image: username/repo:tag
deploy:
replicas:
restart_policy:
condition: on-failure
resources:
limits:
cpus: "0.1"
memory: M
ports:
"80:80"
networks:
- webnet
visualizer:
image: dockersamples/visualizer:stable
ports:
- "8080:8080"
volumes:
"/var/run/docker.sock:/var/run/docker.sock"
deploy:
placement:
constraints: [node.role == manager]
networks:
- webnet
redis:
image: redis
ports:
- "6379:6379"
volumes:



- ./data:/data
deploy:
placement:
constraints: [node.role == manager ]
networks:
- webnet
networks:
webnet:

here in our Compose file we expose it from the host to the world, so you can
actually enter the IP for any of your nodes into Redis Desktop Manager
and manage this Redis instance, if you so choose.

Most importantly , there are a couple of things in the redis specification that
make data persist between deployments of this stack:

e redis always runs on the manager , soit’s always using the same
filesystem .

e redis accesses an arbitrary(£ &) directory in the host’s file system as
/data inside the container, which is where Redis stores data.

Together, this is creating a “source of truth” in your host’s physical filesystem for
the Redis data. without this , Redis would store its datain /data inside the
container’s filesystem, which would get wiped out if that container were ever
redeployed.

This source of truth has two components:

e The placement constraint you put on the Redis service, ensuring that it
always uses the same host .

e The volume you created that lets the container access ./data (on the
host) as /data (inside the Redis container) . While containers
come and go, the files stored on ./data on the specified host will persist,
enabling continuity.(%= & R B4 A& 42 2| redis & % Idata F » L2 Z XX
X WG ° redis FZKIEFL L K 0 £EZ B FIEFF ALY B 69)

¥ # getstartedlab & %



[user@se12 05.stack_sample]$ mkdir -p ./data

[user@se12 05.stack_sample]$ docker stack deploy -c docker-compo

se-visualizer-redis.yml getstartedlab
Updating service getstartedlab_web (id: 7m4i1ily612f8mk9jh7pt7jp

V)
Updating service getstartedlab_visualizer (id: gjxq5cczcypoeoad3

ed4lbefzy)
Creating service getstartedlab_redis

% http://192.168.56.212:8800/ AT UFF R @LEZIFHHET -

Hello World!

Hosthame: 91c7a25e4102
Visits: 19

Also, check the visualizer at port 8080 on either node’s IP address, and you'll see
the redis service running along with the web and visualizer services.



getstartedlab_redis getstartedlab_web

getstartedlab_web getstartedlab_web

getstartedlab visualizer getstartedlab_web

getstartedlab_web
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Get Started, Part 6: Deploy your app

R—RBERAF2TFEE o AA] FHGAZE o
FEZPFAETRELERNL ©

TR M LA 6 & EE o

PLR IR
RE Rt ¥/ Docker 6 89 R EH RS ~ FLB|HRER K o

Docker FE& ARG R bbb B 2N E > 2RO THRES ~ 1%~ IRE -
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Network container

Launch a container on the default network

Docker includes support for networking containers through the use of network
drivers. By default, Docker provides two network drivers for you, the

bridge (default) and the overlay drivers. You can also write a network driver
plugin so that you can create your own drivers but that is an advanced task.

1£ ] docker network 1ls Z&& 3 aTM %

$ docker network 1ls

NETWORK ID NAME DRIVER
18a2866682b8 none null
c288470c46f6 host host
7b369448dcchb bridge bridge

The network named bridge is a special network, % R4 --net &8 1% » ¥
AL % M 4

$ docker run -itd --name=networktest ubuntu

74695c9cea6d9810718fddadc0l1a727a5dd3ce6a69d09752239736



eth: 172.17.0.2

EthU: 192.168.0.2

1% M 4r4 docker network inspect <network_name> & & M %1z &

$ docker network inspect bridge

Create your own bridge network

e Docker Engine natively supports both bridge networks and overlay
networks.

e A bridge networkis limited to a single host running Docker
Engine.

e An overlay network can include multiple hosts and is a more
advanced topic.

2 Z — 1 bridge M %

# RE—IME
$ docker network create -d bridge my_bridge
bca088e559338498829496538f1e58b414cfe22bed@737bf7b6d9c36bfd2954a5

The -d flag tells Dockerto use the bridge driver for the new network.
You could have left this flag off as bridge is the default value for this flag.



EF LA ATH M %
{# 44 docker network 1s

$ docker network 1s

NETWORK ID NAME DRIVER
7b369448dcchb bridge bridge
615d565d498c my_bridge bridge
18a2866682b8 none null
c288470c46f6 host host

& W & iF miE &

1% Fl w4 docker network inspect <network_name>

# EAM%BREL
$ docker network inspect my_bridge

[

"Name": "my_bridge",

"Id": "bca088e559338498829496538f1e58b414cfe22bed737bf7b
6d9c36bfd2954a5",

"Created": '"2017-09-08T17:18:10.67709847+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": {},

"Config": [

{

"Subnet": "172.20.0.0/16",
"Gateway": "172.20.0.1"

iy



"Internal": ,

"Attachable": ,

"Ingress": ,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": ,

"Containers": {
"c1f13c8b73e75a3e424bb55bc98158348090a8121404541¢c371

f3201a28ab113": {

"Name": "alpine_test",

"EndpointID": "61eb93407ef612356ca566d5b2e7ce2f2
46890e8551781e3515246188f7cb51b",

"MacAddress": "02:42:ac:14:00:02",

"IPv4Address": "172.20.0.2/16",

"IPv6Address": ""
}
}I
"Options": {},
"Labels": {}

Add containers to a network

Networks, by definition, provide complete isolation(#% 4 &) for containers.

QIEZEEZE > £ A --net=<network_name> flag A & & 4% & M %

# B—AEE AN %
$ docker run --rm -itd --net=my_bridge --name alpine_ alpine

cl1lf13c8b73e75a3e424bb55bc98158348090a8121404541¢c371f3201a28abh113

7"7%— W ES /g’/f\:r ION

1% B 44 docker inspect --format='{{json
.NetworkSettings.Networks}}' <container_name>



# AREBEEFH ML

$ docker inspect --format='{{json .NetworkSettings.Networks}}' a
lpine_test
{"my_bridge":{"IPAMConfig":null, "Links":null, "Aliases":["c1f13c8
b73e7"], "NetworkID":"bca088e559338498829496538f1e58b414cfe22be07
37bf7b6d9c36bfd2954a5", "EndpointID":"61eb93407ef612356ca566d5b2e
7ce2f246890e8551781e35f52461f88f7cb51b", "Gateway":"172.20.0.1", "I
PAddress":"172.20.0.2", "IPPrefixLen":16, "IPv6Gateway":"", "Global
IPv6Address":"","GlobalIPv6PrefixLen":0, "MacAddress":"02:42:ac:1
4:00:02", "DriverOpts":null}}

K 5 EAS TR M 4%

You can remove a container froma network by disconnecting the container.
To do this, you supply both the network name andthe container name .
You can also use the container ID . In this example, though, the name is
faster.

¥ —/~ container ML —AME PN > 1A 44 docker network

disconnect <network _name> <container_name/container_id>



$ docker network disconnect my_bridge alpine_

$ docker inspect --format='{{json .NetworkSettings.Networks}}' a
lpine_

{}

$ docker container ps -a

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS
NAMES

c1f13c8b73e7 alpine "/bin/sh"

5 minutes ago Up 5 minutes
alpine_

NERANEE
o %% db 1%/ my_bridge M%
o BHE web EAKINEY bridge M%

$ docker run -d --net=my_bridge --name db training/postgres
53365bd018e5525703ac8230717cle5df6fan020f72e4f90b45f9d87dc6e7d725
$ docker run -itd --name web ubuntu
774887ala4d4cd5b254f6797dadebd0388b6707f1f051435ec881251bf273320



I

my_bridge

eth0: 192.168.1.2

BAEE db  Zikping &FE web o AKRMKmELL

# EAIPHI

$ docker inspect --format='{{range .NetworkSettings.Networks}}{{
.IPAddress}}{{end}}"' db

172.20.0.2

$ docker inspect --format='{{range .NetworkSettings.Networks}}{{
.IPAddress}}{{end}}"' web

172.17.0.2

$ docker exec -it db bash

root@53365bd018e5:/# ping 172.17.0.2

PING 172.17.0.2 (172.17.0.2) 56(84) bytes of data.

nC

--- 172.17.0.2 ping statistics ---

2 packets transmitted, O received, 100% packet loss, time 1007ms

W 735 AW %

i)

4iJﬂ/?4> docker network connect <network _name> <container_name>

63



B 5 M bk 3

$ docker network connect my_bridge web

$ docker inspect --format='{{range .NetworkSettings.Networks}}{{

.IPAddress}}{{end}}'
172.17.0.2
172.20.0.3

FH ping web #9FTHAE

$ docker exec -it db
root@53365bd018e5: /#
PING 172.20.0.3 (172
64 bytes from 172.20
64 bytes from 172.20
64 bytes from 172.20
NC

web

bash
ping 172.20.0.3
.20.0.3) 56(84) bytes of data.

.0.3:
.0.3:
.0.3:

icmp_seq=1 ttl=64 time=0.129 ms
icmp_seq=2 ttl=64 time=0.087 ms
icmp_seq=3 ttl=64 time=0.076 ms

--- 172.20.0.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms

rtt min/avg/max/mdev

= 0.

076/0.097/0.129/0.024 ms

eth0: 172.17.0.2

ethl:10.0.0.2 eth0: 10.0.0.254

B

dockerQ

my_bridge

eth0: 192.168.1.2

64



E TS

1 F4r % docker network rm <network_name>

$ docker network rm my_bridge
my_bridge

$ docker network 1ls

NETWORK ID NAME
SCOPE
b2807e40afc6 bridge
1f069296a405 docker_gwbridge
dfea931891b4 dockerregistrymirror_default
3c2b536039ac host
ffa7c88de9e4 none

DRIVER

bridge

bridge

bridge

host

null



Best practices for writing Dockerfiles

dockerfile & —/~ LA ok 4 A48 R AR » Bt T4 /T build —AN4EML o

This document covers the best practices and methods recommended by Docker,
Inc. and the Docker community for creating easy-to-use , effective
Dockerfiles. We strongly suggest you follow these recommendations (in
fact, if you’re creating an Official Image, you must adhere to these
practices).

Note: for more detailed explanations of any of the Dockerfile commands
mentioned here, visit the Dockerfile Reference page.

General guidelines and recommendations

t/“’\?‘l)

Containers should be ephemeral( T KX &% %

dockerfile BIEMBEBENZA ERAZ - BZETUMRERAHEL » LT K
HEGERZZHR o 5% Processes

1% K .dockerignore

ATRGEARE » TAER  .dockerignore Z%%RFH FLRGIH4 - Ak
.gitignore #afk o % * dockerignore

B REE AL T G

MeAk B 2o PE ~ RV ~ R NAE build B o

Each container should have only one concern (%
&I Re - —Ix)

K ENRRABAGAEBT » TAEFOEAY A RAEE o


https://docs.docker.com/engine/reference/builder/
https://12factor.net/processes
https://docs.docker.com/engine/reference/builder/#dockerignore-file

one process per container EANFRHOZEEF 2HFFE—A RO FE o
2 GIE R BER T REERF clean & AE3ft(modular)

You may have heard that there should be “ one process per container
While this mantra has good intentions, itis not necessarily true thatthere
should be only one operating system process per container. In addition to the fact
that containers can now be spawned with an init process, some programs might
spawn additional processes of their own accord.

BV B R E K

&% dockerfile # Tty ZRRE#K ZRM-FH o

5B AT
B\ RATE > TUFRMHEA £ E M TRk -

RUN apt-get update && apt-get install -y \
bzr \
cvs \
git \
mercurial \
subversion

£ build & 4

docker build #841% % dockerfile ¥ 4845 #MAT o EAES MATZH >
docker &GS AL GCHAEERGE UALET AR » mLAATHAZ—/H
¥ 8 41 © If you do not want to use the cache at all you can use the --no-
cache=true option on the docker build command.

8RR GG EATRD

e Starting with a parent image that is already in the cache , the
next instruction is compared against all child images derived(d . 474)
from that base image to see if one of them was built using the exact same
instruction. If not, the cache is invalidated


https://docs.docker.com/engine/reference/run/#/specifying-an-init-process

e In most cases simply comparing the instruction in the Dockerfile with one
of the child images is sufficient. However, certain instructions require a little
more examination and explanation.

e Forthe ADD and CcOPY instructions, the contents of the file(s) in
the image are examined and a checksum is calculated for each file .
The last-modified and last-accessed times of the file(s) are not
considered in these checksums. During the cache lookup, the checksum is
compared against the checksum in the existing images. If anything has
changed in the file(s), such as the contents and metadata, then the cache is

invalidated.

e Aside fromthe ADD and COPY commands, cache checking will not
look at the files in the container to determine a cache match . %% —E %
BEREFAEETHEE TS -

FROM

Dockerfile reference for the FROM instruction

LA o FEATINE » MR EHFET 7 4% o #8515 A Debian images

LABEL

Understanding object labels
ARA P A& LABEL 1712 44 HREZ—AA s

Note: %o RAEA 4 » A w315 (") 46k REBE M LaEALH®

AR )

ER LY N


https://docs.docker.com/engine/reference/builder/#from
https://docs.docker.com/engine/userguide/labels-custom-metadata/

# Set one or more individual labels

LABEL com.example.version="0.0.1-beta"
LABEL vendor="ACME Incorporated"

LABEL com.example.release-date="2015-02-12"
LABEL com.example.version.is-production=""

# Set multiple labels on one line
LABEL com.example.version="0.0.1-beta" com.example.release-date=
"2015-02-12"

# Set multiple labels at once, using line-continuation character
s to break long lines
LABEL vendor=ACME\ Incorporated \
com.example.is-beta= \
com.example.is-production="" \
com.example.version="0.0.1-beta" \
com.example.release-date="2015-02-12"

RUN

Dockerfile reference for the RUN instruction
124% » B Dockerfile # 3 A, 0]

o TTHHMZ
o RKHHEMRE
o R4
o N kmE A RUN 4 1R #ITH (\) 2ERSIT -

APT-GET

¥ %1% K] RUN apt-get upgrade or dist-upgrade ° %G T4 T o
#l4= apt-get install -y foo °

Always combine(# &) RUN apt-get update with apt-get install inthe
same RUN statement, for example:


https://docs.docker.com/engine/reference/builder/#run

RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo

Using apt-get update alone ina RUN statementcauses caching issues
and subsequent apt-get install instructions fail . (% build cache 7] #
7)o Using RUN apt-get update && apt-get install -y ensures your
Dockerfile installs the latest package versions with no further coding or
manual intervention.

Belowisa well-formed RUN instruction that demonstrates all the apt-get

recommendations

RUN apt-get update && apt-get install -y \
aufs-tools \
automake \
build-essential \
curl \
dpkg-sig \
libcap-dev \
libsglite3-dev \
mercurial \
reprepro \
ruby1.9.1 \
rubyl.9.1-dev \
s3cmd=1.1.* \
&& rm -rf /var/lib/apt/lists/*

USING PIPES
2 RUN 4 X 2E () o

1) 4 :

RUN wget -0 - https://some.site | wc -1 > /number



LR SR /bin/sh -c BEE - RE—AN (BEA we -1 ) BHE £F
B RZ TR RUN 4L FERS o b ZHIF > BifE wget %M T > RUN &
AR o

1A set -o pipefail && TARIEEERMAIATIZ » RUN KM o

RUN -0 pipefail && wget -0 - https://some.site | wc -1 > /nu
mber

E& D FAEMA shell AR £#HF -0 pipefail -

dash shell AR X o  ALTIAEE exec ¥ X RUN °

RUN ["/bin/bash", "-c", "set -0 pipefail && wget -0 - https://so
me.site | wc -1 > /number"]

CMD

Dockerfile reference for the CMD instruction

o cMD WA REZEIMAE dockerfile F—XK o
o WREZHIA RARE—IM2EXK
e CMD =KX :
o exec form: CMD ["executable","parami", "param2"] , #E#1% A
m 3% json FK4 o LHAER w3l F
o Y4 ENTRYPOINT #KiA%#L: cMD ["paraml", "param2"]
m 5% (docker 99 F]) CMD ## ENTRYPOINT 2| &A1+ 4 T Fl
o shell form: CMD command paraml param2
m KIMEM /bin/sh -c BESR
e CMD #AXAEBEAINMAT o
o CMD 4R k%At M4 TR
o CMD ["executable", "paramli", "param2"..]
o ex: CMD ["apache2", "-DFOREGROUND"]

e CMD ¥4 KSZEFEATRZBEEL—N TRE # shell , #l4= bash ,
python 4
o ex: CMD ["perl", "-de®"] , CMD ["python"]

A REFE B TMEA  docker run -it python


https://docs.docker.com/engine/reference/builder/#cmd
https://blog.lab99.org/post/docker-2016-07-14-faq.html#entrypoint-he-cmd-dao-di-you-shi-me-bu-tong

o REFEAMEM cMD ["paraml","param2"] 4 ENTRYPOINT &N > &
JEAREH B s AR AT 2 o

EXPOSE

Dockerfile reference for the EXPOSE instruction

B E BRI G 6955 0

EXPOSE <port> [<port>...]

o 1% : docker run -p out_port:inter_port 323LBR4t
e For container linking, Docker provides environment variables for the path
from the recipient container back to the source (ie, MYSQL_PORT_3306_TCP ).

3t & ¥ EXPOSE 45 PUBLISH # % 7|

ENV

Dockerfile reference for the ENV instruction
o HERBN NBTE

o Forexample, ENV PATH /usr/local/nginx/bin:$PATH will ensure
that CMD ["nginx"] just works.

e T3 dockerfile &%

ENV PG_MAJOR 9.3

ENV PG_VERSION 9.3.4

RUN curl -SL http://example.com/postgres-$PG_VERSION.tar.xz
| tar -xJC /usr/src/postgress && ..

ENV PATH /usr/local/postgres-$PG_MAJOR/bin:$PATH

AND or COPY

Dockerfile reference for the ADD instruction

Dockerfile reference for the COPY instruction


https://docs.docker.com/engine/reference/builder/#expose
https://blog.lab99.org/post/docker-2016-07-14-faq.html#zen-me-ying-she-su-zhu-duan-kou-dockerfile-zhong-de-expose-he-docker-run-p-you-sha-qu-bie
https://docs.docker.com/engine/reference/builder/#env
https://docs.docker.com/engine/reference/builder/#add
https://docs.docker.com/engine/reference/builder/#copy

ADD #= COPY 3Ih#gAR{L » {23 541  copy
COPY R EIE¥HUHIN Ax FH 3 44

e ADD X(F:
o URL %% : ADD http://example.com/big.tar.xz
/usr/src/things/

o fB)/E X ¥ : ADD rootfs.tar.xz /
1R %A copy oKk EHE Hg FAREFOMEA build
cache ML
XM FHRWAREN > 428 coPY @ RE  ADD
BT 4 5® L& mEMEMR curl / wget KE ADD # URL X
o Mk % A6y LA
o MIHME K

ADD http://example.com/big.tar.xz /usr/src/things/
RUN tar -xJf /usr/src/things/big.tar.xz -C /usr/src/things
RUN make -C /usr/src/things all

RUN mkdir -p /usr/src/things \

&& curl -SL http://example.com/big.tar.xz | tar -xJC /usr/sr
c/things \

&& make -C /usr/src/things all

ENTRYPOINT

Dockerfile reference for the ENTRYPOINT instruction

e ENTRYPOINT 45 CMD : ENTRYPOINT CMD

ENTRYPOINT ["s3cmd"]
CMD ["--help"]

# WATHCRAM ST s3cmd --help


https://docs.docker.com/engine/reference/builder/#entrypoint

e 1L ENTRYPOINT AT

For example, the Postgres Official Image uses the following script as its
ENTRYPOINT :

#!/bin/bash
set -e

if [ "$1" = 'postgres' ]; then
chown -R postgres "$PGDATA"

if [ -z "$(1s -A "$PGDATA")" ]; then
gosu postgres initdb
fi

exec gosu postgres "$@"
fi

exec u$@n

/2% : Note: This script uses the exec Bash command so that the final
running application becomes the container’s PID 1 . This allows the
applicationto receive any Unix signals sent to the container. See the
ENTRYPOINT help for more details.

Z2%2: gosu ATHNKR sudo W#HAP KRR 515 845% USER #4

;AT

COPY ./docker-entrypoint.sh /
ENTRYPOINT ["/docker-entrypoint.sh"]

VOLUME

Dockerfile reference for the VOLUME instruction

e The VOLUME instruction creates a mount point with the specified name
and marks itas holding externally mounted volumes from native host
or other containers.


https://hub.docker.com/_/postgres/
https://docs.docker.com/engine/reference/builder/#volume

Dockerfile 1% 5 3%,

e VOLUEME #8481 T—1N H#8s > ZEHREATAELEXRAT AxnB gz K
Aen® 95 o
o %1% EXPOSE 4 HRET — AT AR 46955 0 —4 o
o FTEZUBERTLIIBANINERE ZFP
o FIEH
o} Bai‘ﬁ

o ...

USER

Dockerfile reference for the USER instruction

o WRERMETUEITG I P » TUMEH USER 1l P

USER <user>[:<group>] or
USER <UID>[:<GID>]

Sl P

RUN groupadd -r postgres && useradd --no-log-init -r -g postgres
postgres

Z2E . Le b ERR PP REGR —A BT # UID/GID ° WRAF
Z o [ VA4E R 4438 UID/GID .

Z%2 : Due to an unresolved bug in the Go archive/tar package’s handling of
sparse files, attempting to create a user with a sufficiently large UID inside
a Docker container can lead to disk exhaustion as /var/log/faillog in
the container layeris filled with NUL (\@) characters. Passingthe --
no-log-init flag to useradd works around this issue. The

Debian/Ubuntu adduser wrapper does not supportthe --no-log-
init flag and should be avoided.

o EREHBF MM gosu K#H sudo
o & % #4& dockerfile ¥irieA p

75


https://docs.docker.com/engine/reference/builder/#user
https://github.com/golang/go/issues/13548

WORKDIR

Dockerfile reference for the WORKDIR instruction

WORKDIR /path/to/workdir

e WORKDIR #y4fm mitl %stikiz
o 1 WORKDIR 1 7-& RUN cd /some/path && do something

ONBUILD

Dockerfile reference for the ONBUILD instruction
gt BE-

TN -

Examples for Official Repositories

These Official Repositories have exemplary Dockerfiles:

e Go
o Perl
° Hy
e Ruby


https://docs.docker.com/engine/reference/builder/#workdir
https://docs.docker.com/engine/reference/builder/#onbuild
https://hub.docker.com/_/golang/
https://hub.docker.com/_/perl/
https://hub.docker.com/_/hylang/
https://hub.docker.com/_/ruby/

e 2E L k4513

o K %% » RERIEH FROM INRE 7 454% #4715 7%
o frisbntiz > THER A L EHL

1% F tar &) & 7 51%

ITORESWMAL » QEZEmBLHEG -

VA ubuntu A1)

$ sudo debootstrap xenial xenial > /dev/null
$ sudo tar -C xenial -c . | docker import - xenial

a29c15f1bf7a
$ docker run xenial cat /etc/lsb-release

DISTRIB_ID=Ubuntu
DISTRIB_RELEASE=16.04
DISTRIB_CODENAME=xenial
DISTRIB_DESCRIPTION="Ubuntu 16.04 LTS"

There are more example scripts for creating parent images in the Docker GitHub
Repo:

e BusyBox

e CentOS / Scientific Linux CERN (SLC) on Debian/Ubuntu or on
CentOS/RHEL/SLC/etc.

e Debian / Ubuntu

1% F scratch €] & — /] 3£ 42142

scratch & docker #E47 89—/~ A4 4% o

EEREL


https://github.com/moby/moby/blob/master/contrib/mkimage/busybox-static
https://github.com/moby/moby/blob/master/contrib/mkimage/rinse
https://github.com/moby/moby/blob/master/contrib/mkimage-yum.sh
https://github.com/moby/moby/blob/master/contrib/mkimage/debootstrap

H A

2 el AAHG XA ZHAsg TUEF

o 1A import AlE%IL
o £ commit A|E41%


https://docker.octowhale.com/chapter02/03-build-your-own-image-with-import.html
https://docker.octowhale.com/chapter02/03-build-your-own-image-with-commit.html

% M #7 multi-stage-build

https://docs.docker.com/engine/userguide/eng-image/multistage-build/#use-

multi-stage-builds
i 7454 http://blog.alexellis.io/mutli-stage-docker-builds/

12 | — A~ Dockerfile

o TVUMEMA %A FROM

o 4~ FROM #4518 VAT

o AN FROM JF#AFA— ARt L6 build T

o ZATH build ZRFR R FRONE  LbsF

Yo {7 4% )

multi-stage dockerfile

# builder

FROM golang:

WORKDIR /go/src/github.com/alexellis/href-counter/

RUN go get -d -v golang.org/x/net/html

COPY app.go .

RUN CGO_ENABLED=0 GOOS=linux go build -a -installsuffix cgo -0 a

pp .

# publisher

FROM alpine:latest

RUN apk --no-cache add ca-certificates

WORKDIR /root/

COPY --from=0 /go/src/github.com/alexellis/href-counter/app .
CMD ["./app"]

A publisher # > 4A7T coPY --from=e M E—K bpuild #“LERFRIT
g R o R I AR E B LA FT o

build stage 7] %


https://docs.docker.com/engine/userguide/eng-image/multistage-build/#use-multi-stage-builds
http://blog.alexellis.io/mutli-stage-docker-builds/

# builder

FROM golang: .3 as builder

WORKDIR /go/src/github.com/alexellis/href-counter/

RUN go get -d -v golang.org/x/net/html

COPY app.go

RUN CGO_ENABLED=0 GOOS=linux go build -a -installsuffix cgo -0 a

pp .

# publisher

FROM alpine:latest

RUN apk --no-cache add ca-certificates

WORKDIR /root/

COPY --from=builder /go/src/github.com/alexellis/href-counter/ap
p .

CMD ["./app"]

o /£ builder M&E s * FROM FETAMEMT #4% (as builder) °
o M) s £ publisher M > copy #41EA T --from=builder &<
FERCR R o
o 1 as <name> %% > BPAEEAE build MAFPELFLH AL R o



Docker container networking

Default networks
o docker #HET =/ A& (built-in) M %

$ docker network 1ls

NETWORK ID NAME DRIVER
SCOPE

ad747e2a983c bridge bridge

3c2b536039ac host host

ffa7c88de9e4 none null

e A% bridge M% A docker® , T i ip addr show & ip a =X
ifconfig &#&

$ ip addr show dockero
5: docker®: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 qdi
sc noqueue state DOWN group default
link/ether 02:42:68:2f:d5:ec brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 scope global docker@
valid_1ft forever preferred_lft forever
inet6 fe80::42:68ff:fe2f:d5ec/64 scope link
valid_1ft forever preferred_lft forever

o BB ITIE » i docker run --network=<network> 15T & %X
AR % o ZREKNER A 8 bridge
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Running on Docker for Mac or Docker for Windows?

If you are using Docker for Mac (or running Linux containers on Docker
for Windows), the docker network 1ls command will work as

described above, butthe ip addr show and ifconfig commands
may be present, but will give you information about the IP addresses for

your local host, not Docker container networks . This is because
Docker uses network interfaces running inside a thin VM,
instead of on the host machine itself.

Tousethe ip addr show or ifconfig commands to browse Docker
networks, log on to a Docker machine such as a local VM or on a cloud
provider like a Docker machine on AWS or a Docker machine on Digital
Ocean. You can use docker-machine ssh <machine-name> tolog on
to your local or cloud hosted machines, or a direct ssh as described on
the cloud provider site.

none MLZ¥REEMAE —A container-specific M LMEAT o ZEZ

£ RH Mo

%
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$ docker run -it --rm --network=none busybox

/
/
127.0.0.1 localhost

il localhost ip6-localhost ip6-loopback
fedO::

0 ip6-localnet
ffoo::0 ip6-mcastprefix

1

2

ffo2:: ip6-allnodes

ffo2:: ip6-allrouters

/

/

1o Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:® overruns:0 carrier:0
collisions:0@ txqueuelen:1

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

2% . A CTRL-p CTRL-q # 4 TURBEERFNRFEEET o

e host MLBEEMAR FBib MBRERK -
o ZHE—FEeA host MBF A2 EE F Fisn XH TAEAM%

o BANEF > host MAFHEATERMT 8040 » AR 4 RH ENALIR
MT 80540

$ docker run --rm -itd --name=nginx_docker® nginx
88d13e3albc23d0f03d17c5dce6bd12d32643c9930c96151b38ae1462be35177

$ netstat -tunpl

(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)



Proto Recv-Q Send-Q Local Address Foreign Address
State PID/Program name

tcp 0] 0 0.0.0.0:22 0.0.0.0:%
LISTEN -

$ curl 127.0.0.1
curl: (7) Failed to connect to 127.0.0.1 port 80: Connection ref
used

$ docker stop nginx_docker®
nginx_docker0

$ docker run --rm -itd --name=nginx_host --network=host nginx
af543af4dc4fdf44142642cc5978591fd56eed4dd4acddcl6426102ae24971d40

$ netstat -tunpl

(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address
State PID/Program name

tcp 0 0 0.0.0.0:80 0.0.0.0:*
LISTEN -

tcp 0] 0 0.0.0.0:22 0.0.0.0:%
LISTEN -

$ curl 127.0.0.1
<IDOCTYPE html>
N S
</html>

$ docker stop nginx_host
nginx_host

e none #7 host ML A1t Docker B4 5 » /2& puilt-in



bridge “¥A e
e AP A#(user-defined) bridge M %L A E Docker A4 % ¥

The default bridge network

e 1%/ docker network inspect <network_name> && M %13 &

$ docker network inspect bridge

[

"Name": "bridge",

"Id": "ad747e2a983c7004e92ec878e7c634ee3f0312278b713663
f0285a713ea8f52",

"Created": "2017-09-18T09:23:24.488923085+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": null,

"Config": [

{

"Subnet": "172.17.0.0/16",
"Gateway": "172.17.0.1"

iy

"Internal": false,

"Attachable": false,

"Ingress": false,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": false,

"Containers": {},

"Options": {
"com.docker.network.bridge.default_bridge": "true",
"com.docker.network.bridge.enable_icc": "true",

"com.docker.network.bridge.enable_ip_masquerade": "t



rue",

"com.docker.network.bridge.host_binding_ipv4": "0.0.
0.0",
"com.docker.network.bridge.name": "docker@",
"com.docker.network.driver.mtu": "1500"
3
"Labels": {}
}
]

Jo M~ busybox & > HAwAF| EKik bridge M

$ docker run --rm -itd --name=containerl busybox
b@9c8abdileblcbildi2deb0da841bba45392elee3c0f4b6222c472568c6e4d932

$ docker run --rm -itd --name=container2 busybox
22a09d5501560c26096d985cc8be074a778dd047a960de3c8380419dfe50794f

BHEEE L inspect EAMBIE L 2RAANEENMEEZELELE

$ docker network inspect bridge

[

"Name": "bridge",

"Id": "ad747e2a983c7004e92ec878e7c634ee310312278b71366T3
f0285a713ea8f52",

"Created": "2017-09-18T09:23:24.488923085+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": null,

"Config": [

{

"Subnet": "172.17.0.0/16",
"Gateway": "172.17.0.1"
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iy

"Internal": false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ""
3
"ConfigOnly": false,
"Containers": {
"22a09d5501560c26096d985cc8be074a778dd047a960de3c838
0419dfe50794f": {
"Name": '"container2",
"EndpointID": "e961a9a1d1690026b0eObe®b82d3c5f19
2728bd41f994571bbc7be70102c8c467",
"MacAddress": "02:42:ac:11:00:03",
"IPv4Address": "172.17.0.3/16",
"IPv6Address": ""
3
"b@9c8abdleblcbldi2deb0da841bba45392elee3cOf4b6222c4
72568c6e4d932": {
"Name": "container1",
"EndpointID": "48969713f853fcebe8ed578420f0d9935
f3f41c7911a09aedc61b0aadl6c52e0",
"MacAddress": "02:42:ac:11:00:02",
"IPv4Address": "172.17.0.2/16",

"IPv6Address": ""
}
3
"Options": {
"com.docker.network.bridge.default_bridge": "true",
"com.docker.network.bridge.enable_icc": "true",
"com.docker.network.bridge.enable_ip masquerade": "t
rue",
"com.docker.network.bridge.host_binding_ipv4": "0.0.
0.0",
"com.docker.network.bridge.name": "docker@",
"com.docker.network.driver.mtu": "1500"
3
"Labels": {}
}
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o Fl/£ default bridge MZF#EE » R4EAT ip addr ZA8 @M
(communicate)

e docker default bridge M% F*# A# %I (automatic service
discovery) -

a2

o R E HHE4L(container name) A (resolve) B HH ip
addr - MEFREH ATLM%

o A ERBHFBGHEEN --link FE o

o TfEH £ default bridge WAL F 4 A --1link ° --link ¥A
& 7T R AR I o

° ﬁﬁﬁ] docker attach <container_name>/<container_id> #A—/Ef&

5o B2

o ping container2 # ip it (172.17.0.3/16) , il
o ping container2 & Z %X % (container2) , Fi&
o &% container1 & /etc/hosts X #F

$ docker attach containeril

/

etho Link encap:Ethernet Hwaddr 02:42:AC:11:00:02
inet addr:172.17.0.2 Bcast:0.0.0.0 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:828 (828.0 B) TX bytes:0 (0.0 B)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

/

PING 172.17.0.3 (172.17.0.3): 56 data bytes



64 bytes from 172.17.0.3: seq=0 ttl=64 time=0.114 ms
64 bytes from 172.17.0.3: seq=1 ttl=64 time=0.079 ms
64 bytes from 172.17.0.3: seq=2 ttl=64 time=0.102 ms

--- 172.17.0.3 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.079/0.098/0.114 ms

/

/

ping: bad address 'container2'

/

/
127.0.0.1 localhost
il localhost ip6-localhost ip6-loopback

fed0::0 ip6-localnet
ffoo::0 ip6-mcastprefix
ffo2::1 ip6-allnodes
ffe2::2 ip6-allrouters

172.17.0.2 b0®9c8abdileb1

o default bridge X4F s omt4t(port mapping)
o default bridge X#1&A --link F£#MiAE container name #f
E RO R R
o BHHMA aEmM% K& --link

s
4

User-defined networks

2K &A= X bridge M%

o IFFERIZXNPT UL
o X xEL 5 ZEIP 8 A DNS MM (automatic DNS resolution)

o XA EKINE network driver 4&lZ bridge network , overylay
network #» MACVLAN network .

o AHXMBIERLLIR

o ~NEETALMEFR A A o4 R 34~ M%



o BHE A X Bh MBIEFTEEERE -
o T—AREmA A MBE BE s4%EZ FAE FEHS( in
lexical order) # %—4 3 M3 (non-internal) M % o

Bridge networks

AL bridge M#%Z5ZKIN bridge M %484l
o 12 ¥imT —HIhft FH BT —X 2w IR

e 1#J1 docker network create @M%
e 1M docker network inspect & & M %1z 8



$ docker network create --driver bridge isolated_nw
ea31d15e26277e0e7a7f4a8945d5e4che2545ab5d4fd3c384elbec70783475d0

$ docker network inspect isolated_nw

[

"Name": "isolated_nw",

"TId": "ea31d1l5e26277e0e7a7f4a8945d5e4cbe2545ab5d41fd3c384
elbec70783475d0",

"Created": "2017-09-18T20:33:55.745048069+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": {},

"Config": [

{

"Subnet": "172.21.0.0/16",
"Gateway": "172.21.0.1"

iy

"Internal": false,

"Attachable": false,

"Ingress": false,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": false,

"Containers": {},

"Options": {},

"Labels": {}

o ANERHBE » 1M --network=<network_name> ez AFT# M %

$ docker run -itd --rm --network=isolated nw --name=container3 b



)
e
=3l
RNS

usybox

ac378978b8da5e32ebe3289bc7f2a151f4b2349c067c7136b78052d47aeab403
$
$ docker network inspect isolated_nw

[

"Name": "isolated_nw",

"Id": "ea31ldl5e26277e0e7a7f4a8945d5e4chbe2545ab5d4fd3c384
elbec70783475d0",

"Created": "2017-09-18T20:33:55.745048069+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": {},

"Config": [

{

"Subnet": "172.21.0.0/16",
"Gateway": "172.21.0.1"

iy

"Internal": false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ""
3
"ConfigOnly": false,
"Containers": {
"ac378978b8da5e32ebe3289bc7f2a151f4b2349c06fc7136b78
052d47aeab403": {
"Name": "container3",
"EndpointID": "7b6d9f64f1631656e56d5368070a69ed2
04502b36e0871b88feed4a2902ee6775",
"MacAddress": "02:42:ac:15:00:02",
"IPv4Address": "172.21.0.2/16",
"IPv6Address": ""
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}
3
"Options": {3},
"Labels": {}

% bridge M%&m3Z

o EFl— @ik EMERMEIESE > Tzl SHEAE -
e bridge M%4 s¥6(external) ML&faFH o

EE

Docker Host

isolated_nw

container container2  container3

e user-defined bridge M% * FX¥F --link
o TUAMELFIHREE expose #7 publish &
o expose *FERFEim

o publish B4t mEM HUE £FE BRENRO
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published port

Docker Host

isolated_nw

container container? containerd

external host

extemal container

e bridge network E&4& #Emis LEAE—A faxiz] ML o
o WREQE—-NIE SHEM K KA ML TXAHR overlay ML
;o

The docker_gwbridge network

docker_gwbridge M %&&—A A#r#EM% (local bridge network) ; F£¥A
TAMELT > A Docker B FHAIE :

o % iksft(initialize) 2 AwA(join) —A swarm , docker 241 &—/~
docker_gwbridge M% > AT ZM%GAE TREM 8 swarm nodes X

BEGEENS
o BEBNTARMBIMAZIGHNIZE BT EEH 711’\%' B9 F %2 %) » Docker & 4
J%Z»%EJT%?'J docker_gwbridge M % F » ZHEFZRZATUEZI M E

FEM swarm nodes °

o TTURATAIZ—A docker_gwbridge M% » H%E A#HAHEE (custom
configuration)

e %1k > Docker & & F &0yt A 4701 o

BB F o e TR — A docker_gwbridge ™%

$ docker network create --subnet 172.30.0.0/16 \

94



--opt com.docker.network.bridge.name=doc
ker_gwbridge \

--opt com.docker.network.bridge.enable_i
cc=false \

docker_gwbridge
ebbab3861c25cf862c2733602f46c147aab41c701321319¢c7a6d03907a22850f

$ docker network inspect docker_gwbridge

[

"Name": "docker_gwbridge",

"Id": "ebbab3861c25cf862c2733602f46c147aab41c701321319c7
a6d03907a22850f",

"Created": "2017-09-18T21:09:59.948604073+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": {},

"Config": [

{

"Subnet": "172.30.0.0/16"

iy

"Internal": false,

"Attachable": false,

"Ingress": false,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": false,

"Containers": {},

"Options": {
"com.docker.network.bridge.enable_icc": "false",
"com.docker.network.bridge.name": "docker_gwbridge"
3
"Labels": {}



o %1% overlay M#ZHE » docker_gwbridge #%4Hi

Overlay networks in swarm mode

You can create an overlay network ona manager node runningin swarm
mode without an external key-value store . The swarm makes the
overlay network available only tonodes in the swarm that require it for
a service. When you create a service that uses the overlay network, the manager
node automatically extends the overlay network to nodes thatrun
service tasks.

1¢ Bl swarm mode Bl »

e it manager node &lE—A overlay M#% > H FREA MR key-
value %1k

o AKX swarm TH# node ZATAAFR%E » overlay M4 &AL o

e manager node A% & overlay MLV &F|ATAZATHRIIREH

node
3] Swarm mode overview.

5
BT Rl —A overlay M%  F AT swarm

$ docker network create \
--driver overlay \
--subnet 10.0.9.0/24 \
my-multi-host-network

Error response from daemon: This node is not a swarm manager. Us
e "docker swarm init" or "docker swarm join" to connect this nod
e to swarm and try again.

$ docker swarm init --advertise-addr 192.168.56.212


https://docs.docker.com/engine/swarm/

Swarm initialized: current node (s9cl4hz5hfwgmvv12spe6xkri) is n
ow a manager.

To add a worker to this swarm, run the following

docker swarm join --token SWMTKN-1-5p9kychplzobk33828ggallmo
z35y8qQge2xh60mj66s8n21y30-3pc84g6dcrwdtnk96jtfgrr24 192.168.56.2
12:2377

To add a manager to this swarm, run 'docker swarm join-token man
ager' and follow the instructions.

$ docker network create \
--driver overlay \
--subnet 10.0.9.0/24 \
my-multi-host-network

wy9ddlzjyx6ljetv6fi34dapq

$ docker service create --replicas 2 --network my-multi-host-net
work --name my-web nginx
wseévwpptohjutafbaxzxonw49

Since --detach= was not specified, tasks will be created in
the background.
In a future release, --detach= will become the default.

e Only swarm services can connectto overlay networks, not
standalone containers.

An overlay network without swarm mode

e If you are not using Docker Engine in swarm mode, the overlay network
requires a valid key-value store service.

e Supported key-value stores include Consul , Etcd ,and ZooKeeper
(Distributed store).



e Before creating a network in this way, you must install and
configure your chosen key-value store service.
e The Docker hosts that you intend to network and the service must be able

to communicate .

Note: Docker Engine running in swarm mode is not compatible with

networking with an external key-value store .

o HFRSHAP @F  FAHRA LI F K
o HA T RAEABG T AR F o
o doRIE R EAF K 0 A guide

Custom network plugins
B EIRF o

83k X5 AR 448 R -

Embedded DNS server

e Docker daemon runs an embedded DNS server which provides DNS
resolution among containers connected tothe same user-defined
network , so that these containers can resolve container names to IP
addresses .

e If the embedded DNS serveris unable to resolve the request, it will be

forwarded to any external DNS servers configured for the container.

e To facilitate this when the container is created, only the embedded DNS
server reachable at 127.0.0.11 will be listed in the container’s

resolv.conf file. (& F %)
o MIXMLE > FTAEBE resolv.conf #5 Bii
resolv.conf #8F

e For more information on embedded DNS server on user-defined networks,
see embedded DNS server in user-defined networks

Exposing and publishing ports


https://docs.docker.com/engine/userguide/networking/get-started-overlay/
https://docs.docker.com/engine/userguide/networking/configure-dns/

docker ¥ A M ASILE BHE W R %55 T expose #7 publish o EHAF
default bridge #® user-defined bridge M %

o REFHm

o Dockerfile ¥# EXPOSE *4%&F

o docker run 4 T4 --expose 1FIR °

o Exposing ports is a way of documenting which ports are used, but
does not actually map or open any ports.

o Dockerfile ¥# PUBLISH X%
o docker run #4& ¥4 --publish / -p 4R °
This tells Docker which ports to open on the container’s network

(¢]

interface

7B MBS — N Fss e 5 (KT 30000 )25 AR o

12 Fl -p local_port:container_port %Sﬁii%f?%k§¢°

FEEAE Dockerfile FERATIR O » HA LXK IER 52 &m0 K&
A o

(¢]

(¢]

(¢]

BT 2 BAHE B IFA805% 2 » AW ABRS — A Fso 37268

$ docker run -itd --rm -p 80 nginx
4a606e40ebfc300fefd8c98c7ee0f46090138fce8bcddo0b46d92910f1980525

$ docker container 1s

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES
4a606e40ebfc nginx "nginx -g 'daemon ..."
54 seconds ago Up 53 seconds 0.0.0.0:32768->80/tcp

unruffled_kowalevsk

BLRENGF o 382 BEM B 8080 m B XX ) 80 KT o

$ docker run -itd --rm --name=nginx -p 8080:80 nginx
e398ac99f370a40c321a7dfc2dbc2237¢c2c6f078691ea8273485804a16de8d01



$ docker container 1s

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES

e398ac99f370 nginx "nginx -g 'daemon ..."
15 seconds ago Up 14 seconds 0.0.0.0:8080->80/tcp
nginx

ARBZEE “HTTP , HTTPS', FTP> KER%EE o

+ In Docker "17.07 and “higher’, you can “configure the Docker
client™ "to pass’ proxy information to containers “automatically

+ In Docker "17.06 and lower , you must ° " appropriate “envir
onment” variables “within the container”. You can do this when vy
ou build the image ( makes the image less portable) or when
you create or run the container.

> **Edge only**: This option is only available in Docker CE Edge
versions. See Docker CE Edge.

+ %I “~/.config.json’, BHERNYGAPF KA XK -
+ BE4T > &% RKH# “httpPorxy™ A “httpsProxy™ = “ftpProxy’
+ TR RE Z MRERF S

+ BHBERN » 2 AFHAEENpRE

"7 json

"proxies":

{
"httpProxy": "http://127.0.0.1:3001",
"noProxy": "*.test.example.com, .example2.com"



Set the environment variables manually

1218 dockerfile 4|4z 0t

EAER  --env ARIREBFHE BN
TAR B4R E % />

17.07 R ARG » o ade B Lt e & 7 N\ 3 o

variable dockerfile example

ENV HTTP_PROXY

HTTP_PROXY  whttp://127.0.0.1:3001"

ENV HTTPS_PROXY

HTTPS_PROXY  whttps://127.0.0.1:3001"

ENV FTP_PROXY

FTP_PROXY "ftp://127.0.0.1:3001"
ENV NO_PROXY
NO_PROXY "* . test.example.com, .example2.com"
Links

docker run

--env HTTP_}
"http://127.(

--env HTTPS_
"https://127

--env FTP_PI
"ftp://127.0

--env NO_PR(
"*.test.examy

o --link I T4# default bridge M%&+F > ZE XAEA %4 #

1T o
o REFERAENA --1ink

¥ % Legacy Links

Docker and iptables

o £ linux EAL ¥ ° docker 1%/l iptables EFEM%L%E > &L

routing , port forwarding , network address translate(NAT) #=

H A
o docker £157 iptables
o ERAMAKH mitsmo R BN
o A|Z HA5 LM %
o BHMAMEL


https://docs.docker.com/engine/userguide/networking/default_network/dockerlinks/

o LHuM %A XM
e iptables FEZAHEF run-level 3
o HAHMLMILILE B

Docker dynamically manages iptables rules for the daemon, as well as
your containers, services, and networks. In Docker 17.06 and higher, you can

add rules to a new table called DOCKER-USER , and these rules will be loaded
before any rules Docker creates automatically . This can be useful if you
need to pre-populate iptables rules that need to be in place before Docker
runs.



Work with network commands

https://docs.docker.com/engine/userguide/networking/work-with-networks/

AL ZHBIARAL bridge M T EMNE c wRETMH overlay M% &
003.get_start_with_multi-host_networking.md

TR

$ docker network --help
Usage: docker network COMMAND
Manage networks

Options:
--help Print usage

Commands:
connect Connect a container to a network
create Create a network

disconnect Disconnect a container from a network

inspect Display detailed information on one or more networ
ks

1s List networks

prune Remove all unused networks

rm Remove one or more networks

Run 'docker network COMMAND --help' for more information on a co
mmand .

Create networks

o %% Docker )& » 2KINGIE—/ bridge ° M%E & dockero &
MRERZHET o

e £ docker network create &€/ E XX bridge #H overlay M% o


https://docs.docker.com/engine/userguide/networking/work-with-networks/

e bridge MZZE ## I
e overlay MATWUHE % 4 - 12FE key-value store # i -
M %

AR E --driver BHILT » KikEA bridge driver -



$ docker network create simple-network
544c3cd2638b03f64714d2332cc261c6a3898dc454a6b324b91878efe5047049

$ docker network inspect simple-network

[

"Name": "simple-network",

"Id": "544c3cd2638b03f647f4d2332cc261c6a3898dc4a54a6b324b
91878efe5047049",

"Created": "2017-09-19T11:24:42.370489908+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6'": false,
"IPAM": {

"Driver": "default",

"Options": {3},

"Config": [

{

"Subnet": "172.18.0.0/16",
"Gateway": "172.18.0.1"

iy

"Internal": false,

"Attachable": false,

"Ingress": false,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": false,

"Containers": {},

"Options": {},

"Labels": {}

548]# bridge M%TFE > 4l& overlay M%HZ—LArE &4 645

o [15178) key-value store ° %451 consul , Etcd , Zookeeper



o EEFHPTAH IHART LS key-value store {3
o swarm X T » & % 898 E 1A M docker engine # daemon °

dockerd *f overlay M#% X iFe94$k > 815

--cluster-store

--cluster-store-opt

--cluster-advertise

Lol M E > docker engine &€IE— & %TF M (non-overlapping
subnetwork)

o FBEETM 58921 E docker engine AJE

o —LTJ EM M%-iﬁﬂ‘t
FERIEEE » TR --subnet $5E M %LHE

o Z£4|Z bridge MZAE » RfEHEET —4 ME-

o 1247 overlay MZE » TAAHE %4 MK -

A RAAEBAEA --subnet o WRITEA --subnet #7E 0 KNG
FRTREGMILIMNTEN TR IS o INdm = A KT A6 R & o

T T XAME R --subnet * &V



$ docker network create --help

Usage:

Create a network

Options:
--attachable

--aux-address map

docker network create [OPTIONS] NETWORK

Enable manual container attachmen

Auxiliary IPv4 or IPv6 addresses

used by Network driver (default map[])

--config-from string
e configuration
--config-only
rk
-d, --driver string
ault "bridge")
--gateway stringSlice

er subnet
--help
--ingress
--internal
etwork

--ip-range stringSlice
range

--ipam-driver string
ault "default")

--ipam-opt map
(default map[])

--1pv6
--label list
-0, --opt map
ult map[])

--scope string
--subnet stringSlice
ents a network segment

@ #Z — 1 overlay M %

The network from copying th
Create a configuration only netwo
Driver to manage the Network (def
IPv4 or IPv6 Gateway for the mast
Print usage

Create swarm routing-mesh network
Restrict external access to the n
Allocate container ip from a sub-
IP Address Management Driver (def
Set IPAM driver specific options

Enable IPv6 networking

Set metadata on a network

Set driver specific options (defa

Control the network\'s scope
Subnet in CIDR format that repres



BEPATAT A0 » AANTELFE ip B FEBEESFRGIMME -

#H RIE— IR EME

$ docker network create -d overlay \
--subnet=192.168.0.0/16 \
--subnet=192.170.0.0/16 \
--gateway=192.168.0.100 \
--gateway=192.170.0.100 \
--ip-range=192.168.1.0/24 \

--aux-address="my-route=192.168.1.5" --aux-address="my-switch=1
92.168.1.6" \
--aux-address="my-printer=192.170.1.5" --aux-address="my-nas=19

2.170.1.6" \
my-multihost-network

## ®T&A key-value store &7 swarm mode T H3tirsh

Error response from daemon: This node is not a swarm manager. Us
e "docker swarm init" or "docker swarm join" to connect this nod
e to swarm and try again.

## 14516 swarm
$ docker swarm init --advertise-addr 192.168.56.205

#it EHO|E

$ docker network create -d overlay \
--subnet=192.168.0.0/16 \
--subnet=192.170.0.0/16 \
--gateway=192.168.0.100 \
--gateway=192.170.0.100 \
--ip-range=192.168.1.0/24 \

--aux-address="my-route=192.168.1.5" --aux-address="my-switch=
192.168.1.6" \
--aux-address="my-printer=192.170.1.5" --aux-address="my-nas=1

92.170.1.6" \
my-multihost-network

uzjdoy9dneh63s38bf17zncg7

QIR P M &8 » T ME#E MG o bridge X 4F:



Option

com.docker

com.docker

com.docker

com.docker

com.docker

.network.bridge.

.network.bridge.

.network.bridge.

.network.bridge.

.network.driver.

name

enable_ip_masquerade

enable_icc

host_binding_ipv4

mtu

Equivalent

--icc

__ip

--mtu

Equ
M %

V=R

i
A3
P

bir

e 52
&>

KA
f8 %
K’ E

%

The com.docker.network.driver.mtu option is also supported by the overlay

driver
FT#H network driver M %%k
e --internal : Restrict(fk#|) external access to the network

e --ipv6

Sl M &0t 5 42 H

- B 7 IPve M %

specific IP address when binding ports)

o M%ZRIZE » host_binding_ipv4d FHLEZTSREL

-0 KmuoBgtef g Bl4EE 1P (uses -o tobindtoa

o FHAIEM > host_binding_ipv4 T HE > REEFQRELESR

#H# BT —NTBLEN B8EN IP TERE -
$ docker network create

inding_ipv4"="172.233.0.1"
f0d572fb3a0f903f4d3a37d400b815d17375735518bcfddc824b582123F4732f

-0 "com.docker.network.bridge.host_b

simple-network?2

## EAMBIZ L TEHE » ME&F bind 9ipRA 476989 X &
$ docker network inspect simple-network2

[

"Name" :
IlIdll:

"simple-network2",
"f0d572fb3a0t903f4d3a37d400b815d17375735518bcfddc8



M 24 4

24b582123f4732f",
"Created": "2017-09-19T13:10:03.303424685+08:00",

"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {

"Driver": "default",

"Options": {3},

"Config": [

{

"Subnet": "172.21.0.0/16",
"Gateway": "172.21.0.1"

iy

"Internal": false,

"Attachable": false,

"Ingress": false,

"ConfigFrom": {
"Network": ""

3

"ConfigOnly": false,

"Containers": {},

"Options": {
"com.docker.network.bridge.host_binding_ipv4": "172.
233.0.1"
3
"Labels": {}
¥
]

## network S RIGE » WEA AHAERETA X 172.233 # ip 124
$ ip a |grep 172.233

## £ simple-network2 FRIZEZZE » & T AXE Biteyssogsg s 172,233
0.1 ko FbRE > SlEAK

$ docker run --rm --network=simple-network2 -itd --name=nginx -
p 8081:80 nginx
e5b03e37ed77dd5bb8d9fefeld059506d10db9b44e4bf4451b97721c3614125e

110



docker: Error response from daemon: driver failed programming ex
ternal connectivity on endpoint nginx (6f4c9e05e494cce098563d997
77f105ede1485b326df187155936cb233fa6d97): Error starting userlan
d proxy: listen tcp 172.233.0.1:8081: : cannot assign reques
ted address.

EFHT—A BIEMNIP



$ docker network create -o '"com.docker.network.bridge.host_bindi
ng_ipv4'"="192.168.56.205" simple-network3
5cla9d5eed7316ef41c8d05a76056750df97c08bcO7a67a451053d256366352a

$ docker run --rm --network=simple-network3 -itd --name=nginx -
p 8081:80 nginx
cc0f03ef9cc06d6477dfdelce1807326b995bd6c991aa96734bdeael0e872155

$ netstat -tunpl

(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address
State PID/Program name

tcp 0] 0 192.168.56.205:8081 0.0.0.0:%
LISTEN -

$ ip a |grep 'inet '
inet 127.0.0.1/8 scope host 1lo
inet 10.0.2.15/24 brd 10.0.2.255 scope global enp0s3
inet 192.168.56.205/24 brd 192.168.56.255 scope global enp0s

inet 172.20.0.1/16 scope global br-792f27c2cdc4
inet 172.17.0.1/16 scope global docker®

inet 172.19.0.1/16 scope global docker_gwbridge
inet 172.18.0.1/16 scope global br-5cla9d5eed73

$ curl 127.0.0.1:8081
curl: (7) Failed to connect to 127.0.0.1 port 8081: Connection r
efused

$ curl 192.168.56.205:8081
<IDOCTYPE html>

T S

</html>

Connect containers



)

o

o —NERTUAmAS /1\22 Bl KA &9 M %%
o — T XERMAML >
GRE

i M 482 8] B 2% 35 E RT KA iR 2,
For overlay networks or custom plugins thatsupport multi-host
connectivity ,

FEAEMFGAS AT TR Ih o LT UARER

U

Basic container networking example
A M 2

1. BRI MEF » @l& containerl # container2

$ docker run -itd --name=containerl busybox

sE— AP A R %

$ docker run -itd --name=container2 busybox
|

lated nw

¥ container2 dmA %]
3. €

$ docker create network -d bridge --subnet 172.25.0.0/16 iso
# container3

isolated nw M% o

A isolated nw 4EM --ip F§E ip ik o
$ docker run --network=isolated_nw --ip=172.52.3.3 -itd --na
me=container3 busybox
4. %A --ip & --ip ZEBTIP Mk
o /£ user-defined network ¥ ' #EEZXFipE > EBEZLHREITH
P
o dockerdaemon TR 5 » AHKANMELEREGPHIET ip 2K EE o
m A4 user-defined network <TAER A TAL o
5. &% container3 &M %1z &

$ docker inspect --format='"' container3

&% container2 R %1z &

HF4E A python M EAbiw



$ docker inspect --format='"' container2 | python -m json.too
1

EE FENBMBLT

e containeri R# 43| default bridge

e container2 FH# 33 default bridge #° isolated_nw
e container3 R%#3%| isolated_nw

containert container?

containerd

1. /£ docker attach <container_name> # A container2

$ docker attach container2

EEEFEM ifconfig 4 EAFEMEBE L

2. docker # A% dns R % 3 T 1A¥% user-defined ML+ 89
ERIP

BRL BITA
o Ht» TWA#@E container2 ping #@ contaienr3

114



/

PING container3 (172.25.3.3): 56 data bytes

64 bytes from 172.25.3.3: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.25.3.3: seq=1 ttl=64 time=0.080 ms
64 bytes from 172.25.3.3: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.25.3.3: seq=3 ttl=64 time=0.097 ms

--- container3 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

W T container2 #° containerli & T default bridge network , FE3tR
RREZEAR FEL BITRE o 2 TMEA ZEIP

/
ping: bad address 'containerl'

/

PING 172.17.0.2 (172.17.0.2): 56 data bytes

64 bytes from 172.17.0.2: seq=0 ttl=64 time=0.095 ms
64 bytes from 172.17.0.2: seq=1 ttl=64 time=0.075 ms
64 bytes from 172.17.0.2: seq=2 ttl=64 time=0.072 ms
64 bytes from 172.17.0.2: seq=3 ttl=64 time=0.101 ms

--- 172.17.0.2 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.072/0.085/0.101 ms

<y

1. T containeri #* container3 THFR—AM% » HLBpiEiE Al =X
IP L kifE

k%



$ docker attach container3

$ ping 172.17.0.2
PING 172.17.0.2 (172.17.0.2): 56 data bytes
AC

--- 172.17.0.2 ping statistics ---
10 packets transmitted, O packets received, 100% packet loss

EE D BEEETRAL running KA T ABK L EFIEAMEL o
12 docker network inspect <network_name> R % running &

ph 72 B2 g ¢
BB EIFZR -

Link containers without using user-defined
networks

REBMTAEE IP
S AT R 0 FRAEA

e default bridge network FTHZEX A HIES
e default bridge network FHIEHAELAEHAR
--link -°
o R --link MARXZ
o UM user-defined network #4X --link

nﬁﬂ

b

A default bridge network FHZERIEMA --link X J&:

o (VLM contaner name A container ip 7T

o TUARRIEE—/N M%H 4% ( network alias) ° --
link=container_name:alias_name

o WK EELM - (inisolation via --icc=false )

e IR3T R FiE A (environment variable injection)

BREWE AT AL user-defined network PR & %40 shfe B LT w4 A o
LI A AREE S A% o Additionally, you get the ability to
dynamically attach to and detach from multiple networks.

e N4 DNS* A% BEL MM
o ¥ ¥ --link WH LI

e automatic secured isolated environment for the containers in a network



o INETFIEAN
E 248 --1ink

1. %X A LW > €1 containerd FHwA isolated nw * &  --
link A container5 (#KRRI%) BT 5% °

$ docker run --network=isolated_nw -itd --name=container4 --
link container5:c5 busybox

—¥. container5 A% > containerd4 whEEIE o5 R F
containers # IP E o

o3 = .
EE L

1. £ default bridge network % ° 4%/l legacy link &|Z&#y
link & #A#(static) , L ZE5% %% #4748 (hard-
binds) ° HiE 2 EEFTE( restarts )

2. /&£ user-defined network ¥ > new link R IFEHZE L
#H & (dynamic) H3E o Ak IHERZBH » FEFHBITERIP o

EE2

£ default bridge network ¥ » 1%/ 1legacy link &N FH 1
B BT H G o

£ user-defined network P *4#/H new link TAARHLEE S
BT R LG o

$ docker run -itd --name container4 --1link container5:c5 busybox
docker: Error response from daemon: Could not get container for
container5.

See 'docker run --help'.

$ docker run -itd --name container4 --network=isolated_nw --1link

container5:c5 busybox
fcfbe26df2db9b5bc6c9645bc7b32753d5abccc2f74d1f58ca3382692eel1a140

412 container5 = Zw A isolated nw ° 1€ --1link #



container4 18T % %

$ docker run --network=isolated nw -itd --name=container5 --
link container4:c4 busybox

#£4]# container5 XA’ container4 T4t ping c5/containers ©° @&
ZJ&» =&AL ping T °

Network alias scoping example

o --link P& RAMEMTAEZTH container * £ H4 container T L
2L o

e --link FEAEATILTH network T2 BiE—AEELTLAMEL >
RPN LA TERER 548

HE L BEABT

1. Rl — bridge M% %% local_alias

$ docker network create -d bridge --subnet 172.26.0.0/24

2. & container4 #= container5 #HmAF|ZM LT > FH#F].E bash

$ docker network connect --link container5:foo local_alias container4 $ docker
network connect --link container4:bar local_alias containerd



3. #i > “container4’, ‘container5” #f# “isolated_nw® #= “local_a
lias® M#%F - At » # A “container4” ¥L ping i@ “container5’ & m&
NHG o * 2T UUEE] > RAFLE BRITE) TIPALS ERRFEg**

" “bash
$ docker attach container4

/ # ping -w 4 foo

PING foo (172.26.0.3): 56 data bytes

64 bytes from 172.26.0.3: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.26.0.3: seq=1 ttl=64 time=0.080 ms
64 bytes from 172.26.0.3: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.26.0.3: seq=3 ttl=64 time=0.097 ms

--- foo ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

/ # ping -w 4 c5

PING c5 (172.25.0.5): 56 data bytes

64 bytes from 172.25.0.5: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.25.0.5: seqg=1 ttl=64 time=0.080 ms
64 bytes from 172.25.0.5: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.25.0.5: seq=3 ttl=64 time=0.097 ms

--- cb ping statistics

4 packets transmitted, 4 packets received, 0% packet loss
0.070/0.081/0.097 ms

round-trip min/avg/max

1. % container5 M isolated_nw P % o THAE containerd F ping
containers5 F&AANFE o TAEFEE c5 T4TT °» 2% foo &ETKA



$ docker network disconnect isolated nw container5
$ docker attach container4

/
ping: bad address 'c5'

/

PING foo (172.26.0.3): 56 data bytes

64 bytes from 172.26.0.3: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.26.0.3: seq=1 ttl=64 time=0.080 ms
64 bytes from 172.26.0.3: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.26.0.3: seq=3 ttl=64 time=0.097 ms

--- foo ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

Limitations of docker network

docker network A —XERPME :

3% % 2 A (ENVIRONMENT VARIABLE INJECTION)

o METFTIEANLHAIY ) BB T TARREAHEGHRTRAT

o legacy --link TRAEZFHEBEFZRZINEE A T E & docker
network @4 R E]

o %1 M docker network EHEZN MR ETERLHANAELR H L

1& Fl M 23 f& %] 4% (network-scoped alias)

e legacy link #2869 %24 MM (outging name resolution) [&&H &
ETHEEREN -

e ™ network-scoped alias ZREFLMELFTHAZREN » TIF 24
(one-way) F&a#& o

P L BAP T



1. Bl R % container6 ° A isolated nw M% s> F4&H --network-

alias <alias _name> %RAAXEBIRIH L

$ docker run --network=isolated nw -itd --name=container6 --netw
ork-alias app busybox

2,

1. # A container4 ¥ ° ping container6 & %% %( container6 )#= 3|
Z(app ) TTARIARE » B IP Mib—A#

$ docker attach container4

/

PING app (172.25.0.6): 56 data bytes

64 bytes from 172.25.0.6: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.25.0.6: seq=1 ttl=64 time=0.080 ms
64 bytes from 172.25.0.6: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.25.0.6: seq=3 ttl=64 time=0.097 ms

--- app ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

/

PING container5 (172.25.0.6): 56 data bytes

64 bytes from 172.25.0.6: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.25.0.6: seqg=1 ttl=64 time=0.080 ms
64 bytes from 172.25.0.6: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.25.0.6: seq=3 ttl=64 time=0.097 ms

--- container6 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

1. % containere #4£3%| local alias M%L ¥ » #1&H --network-alias
<alias _name> A BEIZM—ANAMEBH 4 o



$ docker network connect --alias scoped-app containe
ré

>\,ﬂ

Hle > ZEPTLEHRGAT

el

e container4 . isolated_nw , local_alias
e container5 . isolated_nw

e container6 : isolated_nw / app , local_alias / scoped-app

o AL F# AN containerd #° container5 ¥ ping containeré &%1%
scoped-app ° TAKI > H|.& Atk E —AM % (local_alias)¥ &
contaienr4 A zX > @3 containers &K °

$ docker attach container4

/

PING foo (172.26.0.5): 56 data bytes

64 bytes from 172.26.0.5: seq=0 ttl=64 time=0.070 ms
64 bytes from 172.26.0.5: seq=1 ttl=64 time=0.080 ms
64 bytes from 172.26.0.5: seq=2 ttl=64 time=0.080 ms
64 bytes from 172.26.0.5: seq=3 ttl=64 time=0.097 ms

--- foo ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.070/0.081/0.097 ms

$ docker attach container5

/
ping: bad address 'scoped-app'

Ak > %y EH % network-scoped alias A KFMHFT: EF ~ 58 %
AL TR —A M% F o

RESOLVE MULTIPLE CONTAINERS TO A SINGLE ALIAS



W 284 4

SAFEETALE RA—A RMET > An XF A-4 FEEFEHNL - Bk #t
AT —A8 DNS ##(round-robin) =T o XA EEE HE P % ip 9K
TR R E M 0 ede o nginx

& 2R swarm BHAXZAF dns i A o

swarm /£ SP3BT — AN KB G B EE (load—balancing) 89 Iy g8 o
7T VA% 9] swarm B94EAT & 0 BAE W R A A RBERTIF R RS
service ° docker W T AG1HREE LD ET—ARETZREGY AL

P BAHF
Bl XX container7 * A isolated nw M P > HZEMEY B

4% app , 5 containere #AAF] °

$ docker run --network=isolated_nw -itd --name=container?7 --netw
ork-alias app busybox

RESHNBEEEZ—AHNET » B 2WMAITE P-4 BHE - SHF—AEER
TR AR » R\ EAH B — AN ET ARG o

R L 4= TF :

When multiple containers share the same alias, one of those containers
will resolve to the alias. If that container is unavailable, another container
with the alias will be resolved. This provides a sort of high availability
within the cluster.

INACTAF A B L AN E 0 BN E A fa\mﬂﬂfﬁfé‘é’)ﬂﬂ% DAEA
FR4&) BMABRZH—AEEL SHRY > ”‘"’ﬁ:ﬁf\)‘ I 4
R ] e S~

BAFEERWE L o WRFEFRER

123



$ docker run --rm -it --network isolated_nw --name c4 busybox

/

PING app (172.20.0.2): 56 data bytes

64 bytes from 172.20.0.2: seq=0 ttl=64 time=0.054 ms
64 bytes from 172.20.0.2: seq=1 ttl=64 time=0.159 ms
64 bytes from 172.20.0.2: seq=2 ttl=64 time=0.153 ms

--- app ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
0.054/0.122/0.159 ms

round-trip min/avg/max

/

PING app (172.20.0.3): 56 data bytes

64 bytes from 172.20.0. seq=0 ttl=64 time=0.050 ms
64 bytes from 172.20.0. seq=1 ttl=64 time=0.163 ms
64 bytes from 172.20.0. seq=2 ttl=64 time=0.203 ms

W W W

--- app ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.050/0.138/0.203 ms

77 o



3L -MD - %4
A& & ping > 2% A nslookup x4 dig =44 dns

b R®-MD-#4 2017/9/20 8:36:47

A9 s R %AE R docker swarm P8 service #@|ARMSHTH o 4 servi
e &3t —A VIP> ZHZHAH DNS R » mRE P& ZTHAEN » —H T XA

ﬁkﬁé'ﬁfrﬁ’a”"“

JL T -MD- %3 4
ping #FE—AEAHA ENE DNS B » BACHES - 4 FRfHT G K
AT » BARMATHERAR S ARAZ DNS #HE o

LT -MD-# % 2017/9/20 8:49:45
%4b 0 ping WRESMK docker W% » BAA LK » tde IPVS  R4E X#HN
% > @ ping RA3E » &5 HMREFA o

bR -MD-#4 2017/9/20 8:50:46
PTVA—R&& nslookup MiX dns ZHEF » RABEH curl X RK#HIT4E M %M
Koping A—TFTh» B2 RFE > FERE 4 B—EF o o Rl > L1 NIF4

Disconnect containers

2

}ﬂ/rl\é\ docker network disconnect <network_name> <container_name>
M T2 3 M 443k

T &

$ docker network disconnect isolated_nw container?2

$ docker inspect --format='"' container2 | python -m json.tool

"bridge": {
"NetworkID":"7ea29fc1412292a2d7bba362f9253545fecdfa8ce9a
6e37dd10ba8bee7129812",
"EndpointID": "9e4575f7f61c0f9d69317b7a4b92eefc133347836
dd83ef65deffal6b9985dco",
"Gateway": "172.17.0.1",
"GlobalIPv6Address": "",



Y 4
"GlobalIPv6PrefixLen": 0O,
"IPAddress": "172.17.0.3",
"IPPrefixLen": 16,

"IPv6Gateway": "",
"MacAddress": "02:42:ac:11:00:03"
}
}

$ docker network inspect isolated_nw

"Name": "isolated_nw",
"Id": "06a62f1c73c4e3107c0f555b7a5f163309827bfbbf9998401
66065a8f35455a8",
"Scope": "local",
"Driver": "bridge",
"IPAM": {
"Driver": "default",
"Config": [
{
"Subnet": "172.21.0.0/16",
"Gateway": "172.21.0.1/16"

iy

"Containers": {
"467a7863c3f0277ef8e661b38427737f28099b61fa55622d6C3

0fb288d88c551": {

"Name": "container3",

"EndpointID": "dffc7ec2915af58cc827d995e6ebdc897
342be0420123277103c40ae35579103",

"MacAddress": "02:42:ac:19:03:03",

"IPv4Address": "172.25.3.3/16",

"IPv6Address": ""

3
"Options": {}

126



5 AEEN—ARSPERZG AT AEERL HMS SARRETHEER
T

2

o 1% Ml44 docker container stop <container_name> XM %%

ua

e 1# 44 docker container rm <container_name> MIFAZE &

Handle stale network endpoints

FEXREFRT » Blde s £ 5 A% T » JFEF Z B docker daemon # 42 » T g
SR, daemon TRAAEFE kik(stale) fl@ %385 & (endpoint) ° % M %
5 E kR B B AFHEE AR ZMNE AR RS kT &L AR 64 AR

oo é\%éi——‘ﬂﬂz@ :
JR X :

In some scenarios, such as ungraceful docker daemon restarts in a multi-
host network, the daemon cannot clean up stale connectivity endpoints.
Such stale endpoints may cause an error if a new container is connected
to that network with the same name as the stale endpoint:

ERROR: Cannot start container bc0b19c089978f7845633027aa3435624c
al3d12dd4f4f764b6leac4c0610f32e: container already connected to n
etwork multihost

&}ﬂ 4~ docker network disconnect -f <network_name>
<container_name> 7&#]J5 & B M % M 4



$ docker run -d --name redis_db --network multihost redis

ERROR: Cannot start container bcBOb19c089978f7845633027aa3435624c
a3d12dd4f4f764b6leac4c0610f32e: container already connected to n
etwork multihost

$ docker rm -f redis_db

$ docker network disconnect -f multihost redis_db

$ docker run -d --name redis_db --network multihost redis

7d986da974aeeabe9f7aca7e510bdb216d58682faa83a9040c2f2adc0544795a

Remove a network

LHTA S BAREM )G » TP GM TR o TR > R4 o

1€ 44 docker network rm <network_name> M| M % o



Manage swarm service networks

”31(% /gbf‘/\j(
Docker swarm #3E R E 2 AR/ @

o ##%3®AE (control and management plane traffic): ¢245 swarm & 3 ¥
&0 Bldem AR swarm 8915 K o XA E ERMMm K o

o RA%iEAE (Application data plane traffic): 145 % & 7] 89 £ 3E L 3% » WA
B 35 5y 930 M 28 09 8 Rk o

¥ % %T swarm M %8512 &

swarm & =~ 2 W S

swarm service =/~ F 269 M B
e Overlay network : & ¥ %% %] swarm ¥ # Docker Daemon X [ 93813

o [ VAMIm service 3] —A4A X %A  overlay ML P, M EH service
to service #IEIERZE o
o 1M overlay network driver &IZ&M%HEL overlay M%
e Ingress network : £— /4% 8 overlay M% » T 1118 service ¥ &
Z A4y load balancing

o % swarm node ME|—AMFREE 0 2EM IPVS Bk £
ingress M % > #KiERE B B3] service node
o ingress M#%4f init R join swarm &E4E A FHEIE o 17.05
BZIGHIRARTR P BT L 5% f2—fK R 5] o
o docker_gwbridge : £— bridge M% > f1T&3#E overlay M% (L4
ingress M%) 2| docker daemon &I K % o

o BINFIT » AR %09 5 5 4R & % 3 5] A3 docker dameon EALHE)
docker_gwbridge % L o
o docker_gwbridge M%# init 2 join swarm &9 1E B 6] &
— AR EE AP TUAAELSEK -


https://success.docker.com/Architecture/Docker_Reference_Architecture%3A_Designing_Scalable%2C_Portable_Docker_Container_Networks

Firewall considerations

N

swarm P &) docker daemon A8 ZiA13 FA F AT 58 2 ¢

e 7946 TCP/UDP : AT & E M % &3,
e 4789 UDP : T % & overlay M %

& # overlay M %

1% Fl 474 docker network create -d overlay A&|#Z&

docker network create -d overlay my-network

{# 144 docker network inspect & M %1z &



$ docker network inspect my-network

[

"Name": "my-network",

"Id": "fsf1dmx31i9g75an49z36jycxd",

"Created": "0001-01-01T00:00:00Z2",

"Scope": '"swarm",

"Driver": "overlay",

"EnableIPv6": ,

"IPAM": {
"Driver": "default",
"Options": null,
"Config": []

3

"Internal": ,

"Attachable": ,

"Ingress": ,

"Containers": null,

"Options": {
"com.docker.network.driver.overlay.vxlanid_list": "4

097"

+
"Labels": null

- )24
e driver »x overlay

e scope & swarm

o f& docker B9 M % » £ TfE & local , host , global
o scope AT RALAE swarm T EAA AEE FH M % o
% service H—Kk MABGMETHE > ME&QTRAiM X2 8 HHEE -

Customize an overlay network

1 F1 44 docker network create --help ©HFF 4B E 4%k -

fe B F A M X



You can configure these when creating a network using the --subnet and --
gateway flags.

$ docker network create \
--driver overlay \
--subnet 10.0.9.0/24 \
--gateway 10.0.9.99 \
my -network

CONFIGURE ENCRYPTION OF APPLICATION
DATA

Management and control plane data related to a swarm is always encrypted.
Docker swarm mode overlay network security model.

Application data among swarm nodes is not encrypted by default. £ docker
network create B &4 --opt encrypted AFIRTT¥AA overlay M %o

52
i

o £ vxlan B AHF IPSEC HRB 7 A o X Fbhe R st MR R T T Z AL %
o F R %A A AL P AR R % R AT MK S R o

Attach a service to an overlay network

% service AwA overlay M%ZF

e docker service create --network <network_name>

e docker service update --network-add <network_name>

$ docker service create \
--replicas 3 \
--name my-web \
--network my-network \
nginx

service THIZEZTUAAT overlay M T ESE#ITHALE o


https://docs.docker.com/engine/userguide/networking/overlay-security-model/

& service AThm A\ 69 M &

o 1 M4 docker service ls ZAAE service
o 1# 44 docker service ps <service_name> %& service AT
He ] 4% o

% % network A 7% service

e docker network inspect <network_name> “TVAA %] ZarM % T4 T

running &= X °

Configure service discovery

Service discovery is the mechanism Docker uses to route arequest from

your service'’s external clients to an individual swarm node ° % %589 L3 & €145
b

e 1IPVS # X/ virtual IP (VIP)
e DNS 46194 X / DNS Round Robin (DNSRR)

Customize the ingress network

Most users never need to configure the ingress network, but Docker 17.05
and higher allow you to do so.

o RETFTMFR
o %2 MTU X/

B ® 3L ingress ##&"%A Mk (removing) A E#(recreating) °

o R ingress XIK T 44 service (service which publish
ports) - ARHEAEN oL MR > FREMR ingress o

o ML ingress X G THEXAT T8 service (services which
do not publish ports) {RWEFIELT » LR IEHAT R KIGH o

o 1 M4 docker network inspect ingress # & ingress #1538 » Ml
MRPTH %33 ingress # service ° TN EHRMELIWHE -

o 1 M4 docker network rm ingress MIF& ingress M#% o



$ docker network rm ingress

WARNING! Before removing the routing-mesh network, make sure all
the nodes in your swarm run the same docker engine version. Oth

erwise, removal may not be effective and functionality of newly

create ingress networks will be impaired.

Are you sure you want to ? [y/N]

1. 4 M --ingress AREE—A overlay M% - HiEH LMK 5 4P
18 o Bl4mik B

2. MUT :1200°

3. THM: 10.11.0.0/16 °

4. MX: 10.11.0.2

$ docker network create \
-d overlay \
--ingress \
--subnet=10.11.0.0/16 \
--gateway=10.11.0.2 \
--opt com.docker.network.mtu=1200 \
my-ingress

E%&  ingress MZRAGAH —A 0 12X M %L T VAL E A AEFTE o

1. TREZ—FIFHORS -

Customize the docker_gwbridge

The docker_gwbridge isa virtual bridge that connectsthe overlay
networks (including the ingress network) to an individual Docker
daemon’s physical network.

e docker_gwbridge 7+ & docker device
e docker_gwbridge #/#&T docker AL # A F

4o R B E E L docker_gwbridge &% %k > docker host T4 T swarm ¥

o L/M & docker E AL A swarm Z AT



o XY BHIF A swarm P M &

You need to have the brctl application installed on your operating system in
order to delete an existing bridge. The package name is bridge-utils .

1. install brctl

sudo apt-get install bridge-utils

1. stop docker

$ sudo systemctl stop docker
Warning: Stopping docker.service, but it can still be activated

by:
docker.socket

1. 4 brctl show <network_device_name> & #&% % docker_gwbridge
89 H#4E%% (bridge device) AL HAE o wH & > WAL bretl delbr

<network_device name> M|[&

$ sudo brctl show docker_gwbridge
bridge name bridge id STP enabled interfaces
docker_gwbridge 8000.0242b9cc96b2 no

$ sudo brctl delbr docker_gwbridge
bridge docker_gwbridge is still up; can not delete it

$ sudo ifconfig docker_gwbridge down

$ sudo brctl delbr docker_gwbridge



Z%& : M docker_gwbridge MFXAj o FEA&ME A4S sudo ifocnfig

docker_gwbridge down *XxH¥ » &Mk

https://unix.stackexchange.com/questions/62751/cannot-delete-bridge-
bridge-br0-is-still-up-cant-delete-it

1. B3 docker 2 FR% join & init swarm

$ sudo systemctl start docker

1. A A T L5 EHE docker_gwbridge
2. £ % 8 % L% 4 bridge driver options

$ docker network create \

--subnet 10.11.0.0/16 \

--opt com.docker.network.bridge.name=docker_gwbridge \
--opt com.docker.network.bridge.enable_icc=false \
docker_gwbridge

/2% @ ubuntu 16.04 /docker 17.06 ¥ > +2 R docker network 1ls P4 R
£ docker_gwbridge * F1&J docker network rm docker_gwbridge
M kR %% o PPt e R ATA9F % » 4 /] sudo btctl delbr
<network_device_name> M&M-F% & » X B B 3 docker L2 4 A s &
# docker_gwbridge ° A[GEX AT LA ip a|grep docker_gwbridge
&

EE
£ ubuntu16.04 / docker 17.06 F » R/ R %4 T
1. FHAZX bridge-utils AL A F4#1k docker daemon

2. 1 M4 docker network rm docker_gwbridge MIFAM%Z > S3bLF A > A
%3t ;289 docker_gwbridge & &ALATEM R o

3. £/ docker network create ... WA5RIEEH T LM FET o


https://unix.stackexchange.com/questions/62751/cannot-delete-bridge-bridge-br0-is-still-up-cant-delete-it
https://docs.docker.com/engine/reference/commandline/network_create/#bridge-driver-options

Use a separate interface for control and data
traffic

By default , all swarm traffic is sent over the same interface , including
control and management traffic for maintaining the swarm itself and data
traffic to and from the service containers.

In Docker 17.06 and higher ,itis possible to separate this traffic by
passing the --datapath-addr flagwhen initializing or joining the

swarm.
R

e --advertise-addr : so/M#HAEE
o Traffic about joining , leaving , and managing the swarm will be
sent over the --advertise-addr interface
e --datapath-addr : %R A3 E » MG --advertise-addr Fl
o traffic among a service’s containers will be sent over the --
datapath-addr interface
e --advertise-addr #» --datapath-addr &94& > *T¥LE

o ip #3ik : 192.168.1.1 , --advertise-addr 192.168.1.1
o #uvi%fk . enpOs3 , --datapath-addr enp0s3
BAB]F

#1451t swarm

o ectho EH - ethl BKIIER#
e etho : 10.0.0.1
e enp0s8 @ 192.168.0.1



$ docker swarm init --advertise-addr 10.0.2.15 --data-path-addr
enpos8

Swarm initialized: current node (tejhf9eji9eaw3m268rjx94cw) 1is n
ow a manager.

To add a worker to this swarm, run the following

docker swarm join --token SWMTKN-1-token-string 10.0.2.15:23
77

To add a manager to this swarm, run 'docker swarm join-token man
ager' and follow the instructions.

Am A swarm

e swarm manager. 192.168.99.100:2377
e etho MEM > ethl MIIE I

$ docker swarm join \
--token SWMTKN-1-token-string \
--advertise-addr etho \
--datapath-addr ethl \
192.168.99.100:2377

swarm join-token 5 join

join-token

~

A4 docker swarm join-token #14 swarm-token

=



$ docker swarm join-token --help
Usage: docker swarm join-token [OPTIONS] (worker|manager)
Manage join tokens

Options:
--help Print usage
-q, --quiet Only display token
--rotate  ##token(Rotate join token)

$ docker swarm join-token worker
$ docker swarm join-token manager

$ docker swarm join-token --rotate worker
$ docker swarm join-token --rotate worker

join
12 Bl docker swarm join --token <token_string> <manager ip:port> o
A VA Aa A swarm e

o RIE <token_string> HJMATF] » lwAJE ) A &( worker / manager ) ¥R
F] o
e <token_string> @ docker swarm join-token <worker |manager> >

Sk



$ docker swarm join --help

Usage: docker swarm join [OPTIONS] HOST:PORT

Join a swarm as a node and/or manager

Options:

--advertise-addr string Advertised address (format: <ip|
interface>[:port])

--availability string Availability of the node ("activ
e"|"pause"|"drain") (default "active")

--data-path-addr string Address or interface to use for
data path traffic (format: <ip|interface>)

--help Print usage

--listen-addr node-addr Listen address (format: <ip|inte
rface>[:port]) (default 0.0.0.0:2377)

--token string Token for entry into the swarm



Multi-host networking with standalone
swarms

%F—Rswarm > CEIMT o

BB RF R RHEABAT o



swarm mode overlay network security
model

e Overlay networking for Docker Engine swarm mode comes secure out
of the box .

swarm nodes X4 overlay M %1z 84#F A#piL(gossip protcol)
£ GeM BT o ¥ &AL A AES B AT L6915 B_AT WE o RE

o

Manager Node # 12/v8¢ 4% —X gossip MhmEHE4A o

£ overlay MZF > RTUALEFRF node #EH LinEiE o

QM 44 8F > 4 --opt encrypted ARIRE A AeE o

$ docker network create --opt encrypted --driver overlay my-mult
i-host-network

dtOzvgnOsaezzinc8a5g4worx

B overlay M%Zm®EX G > docker £RIEEFRAE » &4 W4T service

£%4 node L5 overlay ML E&IE—/A IPSEC il o &% (IPVS

# TUN £ X))
o f£ GCM AKX T » &# tunnel FRHER AES FEwE

=

o manager node # 12/ E#H#—XRK key
L& TEY% windows ¥ &wA®] wE G overlay M%& T o

overlay M4z I XL F windows ° %R Z X% windows ¥ & m A
%G8 overlay M 28 > RadkpmE {2 ¥ & RAEEE

Swarm mode overlay networks and
unmanaged containers

e BT swarm mode &) overlay M% ¥ ° manager nodes 1%/l mZE R
4 *f gossip communication #4TTwE » RA swarm FIATIE S 89489

o



BEETRE % &Aoo
o At & swarm mode shE FH R B (FHEER) Tt A Z] %
overlay M % ¥ o

A T
$ docker run --network my-multi-host-network nginx

docker: Error response from daemon: swarm-scoped network
(my-multi-host-network) is not compatible with “docker create’ o

r “docker
run’. This network can only be used by a docker service.

ATRREXNFE s TUBEREEREBINILETM S P

BAGIF AR %E my-image B —NRF

$ docker service create --network my-multi-host-network my-image

$ docker service 1ls

e A% swarm mode £—TiZhE > Docker Engine % /& % o MR =T vA4k 4
1% M % =7 key-value store @|# overlay M% o {23 2 & LiEA
swarm mode °
o BT AL FHMGRAMIFLZIIN s swarm mode 3 T AF| A # 69 /R $-API4%
Brag F REGTY St o



Embedded DNS server in user-defined
networks

DNS lookup for containers connected to user-defined networks works
differently compared to the containers connected to default bridge
network.

A& AT ®@ERSE > default bridge M%&) DNS B E & A KT o

# iX 2 DNS in default bridge network 7 # default bridge network
69 DNS ft &

e )L 1.10 /% » Docker ## T —4 ME#H DNS REE » HARTUAAREZX
B —/AE name , network-alias R link BEHE o

e /£ container ™ » Docker 4=fT% 3 DNS & & #9 LR F T A — A
Docker R A & XA T —A> o

o At REAMEFERXEMNE /etc/hosts , /etc/resolv.conf o FIBf » 4%
ATt fT8 3 .


https://docs.docker.com/engine/userguide/networking/default_network/configure-dns/

options

- -name=
<container_name>

--network-alias=
<alias_name>

--link=
<contailner_name>:
<alias_name>

--dns=
[IP_ADDRESS...]

--dns-
search=DOMAIN. ..

--dns-
Opt=OPTION. ..

o BRAIET
Opt=OPTION. ..

o EXAMFIT » docker daemon
T FT A 4 localhost ip address

--dns=<ipaddr> ,

B » Docker 1% F P72

note

Wit --pname B/EEHL > Tl user-defined
M%&PiEH o ME DNS MBE%E 44 container Ff
EHGM%T > container_name 5§
container_ip X A &B4t X A

7T --name W¥HMEZ I > container EEEF
user-defined network & » £ IAIETHEZME P
1R —4~R%A % alias_name ° A E DNS

M4 % BIP ML FE alias_name 5

container_ip ®Bk4t X A& o TEH  docker
network connect --alias alias namel --alias

alias_name2 network _name container_name %i&
TP ERSAMBEERE %52

f£4& ] docker run B ° 4 container_name &
AE DNS * HE—ANFE) alias_name BrAtZ]
container_ip. Eo RAZAMEA --1link #
container 1 ¢ 1 alias_name *tBARZE R #4775
Bl XEIMT FER1 FPHAERTUL N E FE2
ML RRIPHE LT EES BE2 o

--dns X T% AE DNS BEE LEMBTENL

B o P45 % DNS K89 BAMREE ip ik o --

dns IP3uhtdr KB DNS BHFE 4y 2274 F
HEKMNE /etc/resolv.conf LA

RELERZR NG Re9 S8 T4 (bare
unqualified hostname) BEf4% X89893%% o --dns-
search wHE KE DNS MFER fF o 2EFL2E
FHARBMNE /etc/resolv.conf Ao H—/ 4L
ﬁTJ\fWJ']"] host H1%E 73 % example.com °*

DNS 444 % host ## host.example.com °

Sets the options used by DNS resolvers. These

options are managed by the embedded DNS server

and will not be updated in the container's
/etc/resolv.conf file. See documentation for
resolv.conf for a list of valid options.

--dns-search=<domain.com> , --dns-

BIM B /etc/resolv.conf o

S EE BEMLE resolv.conf XH

nameserver A T (entry)

o TIRAFFAHLEY » BAH M localhost address twiE A E £ F 5 1] o



o TEAEL ﬁﬂ%”m’“}’ﬁﬁ /etc/resolv.conf XK LALE) nameserver A
o & 0 A Zdaemon&sAm google dns nameserver (8.8.8.8 and
8.8.4.4) ° —lzvﬁ“’:BIﬂT ipv6 » & 4vAe  (2001:4860:4860::8888 and
2001:4860:4860::8844) -°

R ﬁn%aﬁ%ﬁlﬂﬁméﬁ DNS MR%%E M/)ﬁh DNS # 2R & % o7 /&
non-localhost ip -k * R A

{Fhk : ZE P Jetc/resolv.conf P& DNS IR % 3 KT
127.0.0.11 -



Manage data in Docker

K RBERAEREY writable layer FA AT A -
o HERK Bl o BR—AREXAE > F—NEE TREAE AT L4IE -
e writable layer 5% Il %8s o TREFIREH I Lbiby -
o /£ writable layer T E##EFE storage driver BEEIH AL °
storage driver £/ Linux kernel #&# 7 —/> union
filesystem ° 51 M data volumes BIEBANENLHFALAMIL » ZFb 7
NA SN EARIERE o

Docker T 3 PREANFXERERILIEINES .

e volumes
e bind mounts

e tmpfs

L T EE A AR L AFAE R AR AR A X A9 BHAE > LA volumes e

Choose the right type of mount
R BBEMAEES X BBLEEE P AR —H 5 BRAN X BLE—
Ak 26 A o

THERIFGHAT © volumes , bind mounts #F¢ tmpfs =Ar7 X s EhLL
BB OILE -

ﬁ

[#] Container
tmpfs
bind | mount
mount volume
Filesystem Memory
I Docker area :




e volumes : %L HAM/AEH docker FE 8 THAL H—H2 P (linux
T4 /var/lib/docker/volumes/ )° Non-Docker ##2 % k15 2
A% o volumes ZRAEHY Hxit KB FE -

e bind mounts : HKIEFLET mEid 8 s o THEESTRE b

AETIR E RIS EA K © Non-docker A2 72 AFA B JA] AT =T VA5 2K Sk
A o
o tmpfs : BHKIEAMKE BEN 8 A/ FeoifH kiz F2BHEFTAIH

More details about mount types

Volumes

e B Docker B|EHETH o
o /¢ A docker volume create <volume_name> &|%#

o RAEGE FE X MF HMFRE-

$ docker volume create -d -vol
-vol

$ 11 /var/1lib/docker/volumes/
drwxr-xr-x 3 root root 4096 Oct 3 14:44 -vol/

$ docker volume create

8d360a1944d08e1ddb3e96981642504ca33b4d4d9c630733fd7c5¢c6eef7b3503
$ docker volume create

f2cflaabeadc2568a2cal86722840b249bf89db2aac78c0812c2baf31d985a78

o LAELE—/ volume #EIE » Docker £48 T bAa Az EQE—/ 8
;’3’{ o

o % mount volume B & H P » LERAZ mount ZH FIERF o
o 5 pind mounts XA4L° 12 volume A Docker % > ﬁ"—’%ﬁi#ﬂ.éﬁ
SR RaE o

e —/~ volume “TVARIE mount BN ZAZEER o

o BEXAREKHEH > volume RWTWLiAiE Docker X HILHAH



M I o

o VA& M docker volume prune AMIRZA volume °

$ docker volume prune

WARNING! This will remove all volumes not used by at least one c

ontainer.

Are you sure you want to ? [y/N] vy

Deleted Volumes:

8d360a1944d08e1ddb3e96981642504ca33b4d4d9c630733fd7c5c6eef7b3503

f2cflaabeadc2568a2ca186722840b249bf89db2aac78c0812c2baf31d985a78
-vol

o L& volume B > volume TWAIK #% X EL o

o E4%#% (anonymous volumes) AIGANELF —REHE » BAAHEBE
% AR 69 % » Bk Docker A X 5B T —AMNEALE R 0 KASLRIES S 69
g —iPE o
o #&%%& (name volumes) Fo ELE BT LARLGER » LIRITHA—
#f o
e Volumes Fl# X3F volumes drivers ° B3t A 74 48 2L T2 T,
zhR%EHE L

Bind mounts

5 volumes #8tt > bind mounts H—EIhEERA] o

HEOE s FRIEE mEm L6 Rssiz LT Lxtps o
BRI 528 T8 Bh%#i TURGE W FRGE > HEENLE A
%Eo

bind mounts X FETUARDG » KRB E IMEAFREHOIH AL o
& A Docker &2 Rl Ef » £ % & volumes o
e bind mounts T Docker CLI HAHFHAITEE o

A {# R bind mounts A E FR LT AL R AL E BEHAITIER
M B S HRAE o

tmpfs mounts



Wid tmpfs HROKIE > R RERBEINRXEE S PATLSEF A o TAA L
ERGEGRARN > RG— 2 IEH XK A RFEAE B o Forinstance, internally,
swarm services use tmpfs mounts to mount secrets into a service’s containers.

difference between three mount type

e bind mount #* volume mount #FAAMEA -v / --volume HHATHE >
B4 KA AFE o

e tmpfs 12A --tmpfs o

o £ docker 17.06 ZJ& @ EWAELZMEMHLMEA --mount #FTH
# o

Good use cases for volumes

ZBUEA volume 83w eLiE -

o 3FLLARREEZIEFHIE o
o WmRITMHNIBT » BZEBFHNLAFHE—N volume
o BEEMMEE > volume RWHFIE o
o —NMRENARERTUAERIZIAN volume , rw/ro IR o
o volume J=PA#AIEHEMIREGHILT » &+ WM % o
o 4 EMAAERM bind mount H K B RRUHLZH B o
o volume T # Bif&¥% DockerEALEIEE 5% K BT & o
o BERLE mAEIN X FHEMRE LRAEHIEN -
o BERBKIIBEAL IMZE &y ~ KE A #AH B o
o AR IFILEESE
o BR &M volume Bk (ex:

/var/lib/docker/volumes/<volume_name> )

Good use case for bind mounts

Z4E A bind mount 93 &35 ¢

o EEIMNPMERZIALT REIH o
o #l4= > Docker &% & DNS 47 o /etc/resolv.conf it458 APy
AREZREZE



o EFARMIETHIMNMFRRIRLET K Fo HiFAH o
o 1/ bind mount kIR >0 mALIFENRAE copy build 4P o
o LEIMHIMHRAZTEHNFEIESEE bind mount —E A o

Good use cases for tmpfs mount

EBUEA bind mount #3835

o THAERMASLE  THLIEBRRGABINEEREE T -

Tips for using bind mounts or volumes

4o R B B4 A bind mount #* volumes °* FZEE—TI/LX:

o Z4E volume BY » e REEFEIHEE A B FRAMA A » AP L2 LA
22 %% volume F °
o This is a good way to pre-populate data that the Docker host needs (in
the case of bind mounts) or that another container needs (in the case of
volumes).
o bind mount 74 ° docker-ce 17.09 ¥ MX

$ docker volume create testvol
testvol

$ tree /var/lib/docker/volumes/testvol/
/var/lib/docker/volumes/testvol/
L— data

1 directory, 0 files

$ docker run --rm -v testvol:/etc/nginx/ nginx ls /etc/nginx
conf.d

fastcgi_params

koi-utf

koi-win



mime.types
modules
nginx.conf
scgi_params
uwsgi_params
win-utf

$ tree /var/lib/docker/volumes/testvol/
/var/lib/docker/volumes/testvol/
L— _data

— conf.d

| L— default.conf

— fastcgi_params

— koi-utf

— koi-win

— mime.types

— modules -> /usr/lib/nginx/modules
— nginx.conf

— scgi_params

— uwsgi_params

L— win-utf

2 directories, 10 files



$ mkdir -p testdir
$ 1ls testdir/

$ docker run --rm nginx ls /etc/nginx
conf.d
fastcgi_params
koi-utf
koi-win
mime.types
modules
nginx.conf
scgi_params
uwsgi_params
win-utf

$ docker run --rm -v /root/testdir/:/etc/nginx/ nginx 1ls /etc/ng
inx

$ 1ls testdir/

o £4# A bind mount 2 volume #HHAE > wFE BEFZ R volume FAH
BB A2 BB FPHBERKGIIEG 2WER > £ linux T 49

mount °



Use volumes

Volumes 4t docker ¥ £ HAEH o RA bind mount LT WA » 12& pind
mount ZRMTE I B T4 o b9 volumes %438t docker B3 o

volumes . bind mount A VAT JUAMEH :

e volumes E&5H&WAit# o

e volumes “TWXAifid docker CLI #» API #AfTHH o

e volumes TXALEMT linux # windows THIZES o

o volumes ESNERALZTERA o

e volumes drivers AR volumes & &AREMN K =R%E Lo

EIH volumes MBI EXEM FshAhre o

# volumes HIAZETAWMZESE Tk A (pre-populated) o

o B> % volumes A% > miAHRBFZFAAZHNNIE > BEXFHAZLWE
#HZ#H % volumes F o

Ik s F BB FXALEIEHK N volumes FIHA A writable layer P £4F
BHARLEREREABEEZR R - SEEMALRE > volumes RABE o

~
Container
g tmpfs
bind | mount
mount volume
Filesystem Memory
| Docker area

- v,

WRERLSFANZIEREZMIF LI ZERA  tmpfs mount

o VA %X Mo R AR f 3k e d AR
o HRRIEMEEHN writable layer MR ZHaLE o

Volumes use rprivate bind propagation, and bind propagation is not
configurable for volumes.



¢ -v ZT& --mount

o X% > -v X --volume AT standalone EH ° @ --mount AT
swarm services ;fZM 17.06 F % --mount LI VART
standalone E&H T °

o --mount THEMEEZ» FLFHH -

o -v BHAESKAESR—N @ --mount KIS

o WwRETEIT volume driver ° o4& A  --mount

L AR --mount s EETHREHRRKR -v / --volume - 1ZEBUEHF
- -mount

e -v / --volume :® 3 4R A §F : ol HEHRFOPFLME

A o volume_name:mount_point:flag

o volume_name : H—3 5 WIXHEBERNESL - 2 RT 445 EHRy
WA LM, WwRE BLE XHE5E% o
o mount_point : % =% > T volume ZEZXEFHEEKBE o
o flag : # =y > Tk - wRALHNFE A E£% | 5FB FRK
AT @78 o
e --mount : W% key-value MK WA iEF |, 5[ BEMFHEEIN
<key>=<value> ° & --mount  -v ZTk > EEHEANAFEELLY
w0 dy L5 B R BT TR e

o type :HEEBEREA > A4 bind , volume , tmpfs ° L&A
volume -°

source / src : BERNEL o wRA SLEk MNAEL c WwRE%
WA BoA o

destination / dst / target :4§% volume AEZEH FHHERILEZ o
readonly : %R 4&& > MATHHE volume #A Rk o
o volume-opt : TXAEI LK » £ A key-value *48%E option

(¢]

(¢]

(¢]

name #° option value °

-v 5 --mount 4T 69 F F]

e 5 bind mount AFl > volume #PTH LA T AR AT --mount #»

-V o



e % volumes HT services B » RAE4EA  --mount o

%72 5 % ¥ volumes

5 bind mount RFE > TRAEZERZZIN sl A £HE volume e

£]7Z volume

$ docker volume create my-vol

% % & £ volume

$ docker volume 1s

my-vol

%% volume % w13 &

$ docker volume inspect my-vol

[

{
"Driver": "local",
"Labels": {},
"Mountpoint": "/var/lib/docker/volumes/my-vol/_data",
"Name": "my-vol",
"Options": {},
"Scope": "local"

}

1

M ¥ volume

$ docker volume rm my-vol



Start a container with a volume

£ run —ANEBEN > wR volume RALE > M AFHELE - TH P
myvol2 HERIEHZFE /app/ B EXT °

TERMELEZLZFNE --mount

$ docker run -d \

-it N\
--name devtest \
--mount =myvol2, target=/app \

nginx:latest

--volume

$ docker run -d \
-it \
--name devtest
-v myvol2:/app \
nginx:latest

1 M 4w 4 docker container inspect devtest %1E volume &4 & Z i B
EFER o BF Mounts o

"Mounts": [

{
"Type": "volume",
"Name": "myvol2",
"Source": "/var/lib/docker/volumes/myvol2/_data",
"Destination": "/app",
"Driver": "local",
"Mode": "",
"RW" : ,
"Propagation'": ""
}

1



HREAT  EBRERAEN volume - HFEH EAEH > HEBEKRRA read-

write -

(ERG SR REE S
$ docker container stop devtest

$ docker container rm devtest

$ docker volume rm myvol2

start a service with volumes

L B#H—A serice H#F—/ volume N HFANAEELAERALAN local
volume ° %1% 1local volume driver B » FTA RBA AL ZTLIE ;1=

£ A4 volume driver TWA X #FHEFEH4 - Docker for AWS #= Docker for Azure
#F X 4512 A cloudstor plugin #R#&4kiE o

THIF > RIET N4 A nginx & EH8 service , HENEEAMEAL AL
local volume °* Z#RAFA4 myvol2

$ docker swarm init

$ docker service create -d \
--name devtest-service \
--mount =myvol2, target=app \
--replicas 4 \
nginx:latest

1% M 44 docker service ps devtest-service 2 1UE service EF B



$ docker service ps devtest-service

ID NAME IMAGE NODE
DESIRED STATE CURRENT STATE ERRO
R PORTS
lilckavzyee76 devtest-service.1 nginx:latest inst
ance-4 Running Running 2 minutes ago
07fmb0363h75 devtest-service.2 nginx:latest inst
ance-4 Running Running 2 minutes ago
ftiz0191vowb devtest-service.3 nginx:latest inst
ance-4 Running Running 2 minutes ago
cbnd9h2hczqv devtest-service.4 nginx:latest inst
ance-4 Running Running 2 minutes ago
M i service

$ docker service rm devtest-service

syntax differences for service

44 docker service create AX#HEMA -v H --volume ° ZEHK
volume B » s&Z4E )  --mount °

Populate a volume using a container

o HHB—/N % volume BZEHE > HEXBZFHEB LT A X
o Docker &% & & FayLHEH# 2 volume F
o ZHEHZ volume
o AHALM volume F &4
o AMERAMKIFZE volume FHILAF o

ATHRAZANARLE > THFEFHT—A nginx &% FI¥% % volume nginx-
vol #&RBEZETH /usr/share/nginx/html B FE > HiZ B FFAAH KA
69 HTML U4 o



--mount

$ docker run -d \
-it N\
- -name=nginxtest \
--mount

=nginx-vol,dst=/usr/share/nginx/html \
nginx:latest

- -volume

$ docker run -d \
-it  \
- -name=nginxtest

-v nginx-vol:/usr/share/nginx/html \
nginx:latest

$ docker container stop nginxtest
$ docker container stop nginxtest

$ docker volume rm nginx-vol

1% B R A

FRFEAT »RTRAZERG AN Rz KA IAE

e -v / --volume : ro ,¥A §% 22
e --mount : readonly °* A &% , 753
1] 4a

- -mount



$ docker run -d \
-it \
- -name=nginxtest \
--mount src=nginx-vol,dst=/usr/share/nginx/html, \
nginx:latest

-v / --volume

$ docker run -d \
-it N\
- -name=nginxtest \
-v nginx-vol:/usr/share/nginx/html:ro \
nginx:latest

1% Fl 474 docker container inspect nginxtest I ¥A& %] volume &4 .E%F
wiEH - £F Mounts o :

"Mounts": [

{
"Type": "volume",
"Name": '"nginx-vol",
"Source": "/var/lib/docker/volumes/nginx-vol/_data",
"Destination": "/usr/share/nginx/html",
"Driver": "local",
"Mode": "",
"RW" : ,
"Propagation": ""
¥



$ docker container stop nginxtest
$ docker container rm nginxtest

$ docker volume rm nginx-vol

Usa a volume driver

L 4¢ Fl -4 docker volume create GIE A LB FHEBAEH —/ ZHMA
#ihk B TAAHAZG AT volume driver o

T4 4E H  vieux/sshfs volume driver °

Inital set-up

/\

%d\-

BARA AT & FH—AF &A Docker 8 EAL » H T AiE T ssh #AEE| 5
Ao

# Docker 78 AL E » &E vieux/sshfs &EH :

$ docker plugin install --grant-all-permissions vieux/sshfs

Create a volume using a volume driver

THlFAE R T SSH BA#ATIRA » e RAAT A REH 4 TR E
R IR 47 VALK 9 o

FF % volume dirver THA 0 MXEA BREBLT > HBABARINEA -
o T e

$ docker volume create --driver vieux/sshfs \
-0 sshcmd= @node2:/home/ \
-0 password=testpassword \
sshvolume



start a container which creates a volume using a
volume driver

THIFAERT SSH HM AT » W RAANTFT AR &40 #ATRREE
HA DT AE o o

T FEl# volume dirver “TH#A 0 X% A BREZLR > FANALAERIEH -
o 18T -

4o R PTAE 6 volume driver & ZEE &M o AR ZAGIIER LHIE A --

mount * M A& -v / --volume -°

$ docker run -d \

-it \

--name sshfs-container \

--volume-driver vieux/sshfs \

--mount src=sshvolume,dst=/app, volume-opt=sshcmd= @node2:/h
ome/ ,volume-opt=password=testpassword \

nginx:latest



Use bind mounts

bind mounts /& docker FHMRARK T LALLM T o

bind mounts #X volumes & ° &K —RHRERA -

Z1¢ M bind mounts B fFEMNFE CHEHTHEREEF HERIER
CFI o

B - MEA ez R A% RWEAERGERD F o

$ docker run --rm -v python3:/root/python3/ --name nginx_ -d
nginx
bfd85451aa6e96e304341c8c80acl6af64482d793a2b00e866f0bae@6ec2e83f

e 5 bpind mounts FF| » ZAE—4 volume K » & 755 A4 Docker’s
storage directory Al —N# X% » A docker EEELAF o

o EETFTHHBAETSEREMAGL -
o WRBHAFAL > Mo HEE -
o WRUERIBFELTLZE s MAKBAFHANEEWHER o (HF linux
mount)
e bind mount ZEAXMBEIEFTAZ  BECIMRBTEASTE FLH68 M
SRR o
o WwRERA—A docker A 0 REAER w4 E
e docker CLI ¢4 48 BE4#4/E AT bind mounts °

ﬁ

[#] Container tmpr
bind | mount
mount N

Filesystem Memory
! Docker area :




Bl -v A& --mount

o X% > -v X --volume AT standalone EH ° @ --mount AT
swarm services ;fZM 17.06 F % --mount LI VART
standalone E&H T °

o --mount THEMEEZ» FLFHH -

o -v BHAESKAESR—N @ --mount KIS

L AR --mount s EETHREHRRKR -v / --volume - 1ZEBUEHF
- -mount

e -v / --volume : A5 EMm L E ST + 5o -v

local_path:mount_point:flag

o local_path : 78 AL X B K69 Latssiz RAastsiz o
o mount_point : & & TR & o
o flag: T#kH oy - WwRAANS > &M 25 | HFeFBlI ro
consistent , delegated , cached , z, Z °
e --mount : A% A <key>=<value> T4Am &M 2% |, 5B BK --
mount o -v ZNKk AL EHEANFREILEHH  m BLFERIRZAIMGFR
W] o

o type :4#&HEA bpind , volume , tmpfs °* Z&A bind o

o source / src B ENTMNKE KE BBz o

o destination / dst/ target : & & T &

o readonly : Rz,

o bind-propagation : %= R &£ » NS bind 89153& 7 X o T HEA
rprivate , private , rshared , shared , rslave , slave °

o consistency :wRH & > THIEA consistent , delegated ,
cached ° %% Xt Docker for Mac A zX @ HMeF &% 2 2% o

o --mount FXIF z K z 5K selinux i2& o

--mount % src R I FrAaxtERiz:



$ docker run -d --rm --name nginx_ --mount
hon3, dst=/root/python3 nginx
docker: Error response from daemon: invalid mount config for

, Src=pyt

"bind": invalid mount path: 'python3' mount path must be absolu
te.
See 'docker run --help'.

$ docker run -d --rm --name nginx_ --mount ,src=/ho
me/python3, dst=/root/python3 nginx

880c35d9d2cfbh01db921030451ff2a4fob6da7baf2blf5b8ce3fe4da2985ed8e

(| —

Differences between -v and --mount behavior

Becausethe -v and --volume flags have been a part of Docker for a long
time, their behavior cannot be changed. This means that there is one behavior
that is different between -v and --mount .

o & -v / --volume ##HHE > 4R source FH4 » docker & /36 T %
ZelE—A B YA source o

o A --mount &L R source FHF4 0 docker 4| EEAT K
7 o R4 o

Start a container with a bind mount

--mount

$ docker run -d \
-it \
--name devtest \
- -mount = , ="$(pwd)"/target, target=/app \
nginx:latest



$ docker run -d \
-it \
--name devtest \
-v "$(pwd)"/target:/app \
nginx:latest

1% Fl 474 docker container inspect devtest RiEHE B ALGIEH > FE5F

Mounts <f%-

"Mounts": [

{
"Type": "bind",
"Source": "/tmp/source/target",
"Destination": "/app",
"Mode": "",
"RW" : 0
"Propagation": "rprivate"
¥

1

HRI T BEHEAAAY bind , source #* Destination 4L EEAH > /A X
A read-write , ## 5 XA rprivate °

w

XARSE
$ docker container stop devtest

$ docker container rm devtest

Mounting into a non-empty directory on the
container

12 bind mounts #HEANE FREEPH—INETHEZH > ZREFIEEA
NG ARG, o

BAFERESRTHEANE » 2F Lo



kS

THIIEF AR » d258 AT /tmp B XEBITERI T /usr Bk

a2

$ docker run -d \
-it \
--name broken-container \
--mount =
nginx:latest

, =/tmp, target=/usr \

docker: Error response from daemon: oci runtime error: container
_linux.go:262:

starting container process caused "exec: \'"nginx\": executable f
ile not found in $PATH".

$ docker run -d \
-it \
--name broken-container \
-v /tmp:/usr \
nginx:latest

docker: Error response from daemon: oci runtime error: container
_linux.go:262:

starting container process caused "exec: \'"nginx\": executable f
ile not found in $PATH".

EBIF o BEQRT (2R RAME 3 o A M R

LM

$ docker container rm broken-container

Use a read-only bind mount
BEEZWBELANB A R B

e -V [ ro



i3

--mount

readonly
- -mount

docker run -d \
-it \

--name devtest \
--mount
\

4

nginx:latest

docker run -d \
-it \

--name devtest \

v "$(pwd)"/target:/app:ro \
nginx:latest

Mounts

85
"Mounts": [
{
"Type": "bind",
"Source": "/tmp/source/target",
"Destination": "/app",
"Mode": "ro",
"RW" :

4
"Propagation"

"rprivate"

1% 144 docker container inspect devtest & &

="$(pwd)"/target, target=/app,

o Be

Biz 8 >

2

P
%



$ docker container stop devtest

$ docker container rm devtest

Configure bind propagation

e /£ bind mount #= volumes ¥ °

rprivate °

Bind propagation ZKiAA

e A 1linux L&A bind mounts EE bind-propagation #9144 o
e bind propagation Z—NFHMIE 0 RIFPTATKER E P X35

£ 5128 BEAT H LI

https://docs.docker.com/engine/admin/volumes/bind-mounts/#configure-bind-
propagation

Configure the selinux label

o RAE R selinux ° MRTMER z K z K152 mount 3] & & F 6 TALTAF
A B &8 selinux 1= & o # BT 444 Docker #JeBZ 9~ A B R

e z : bind mount MAZERTUESANERZ AL Z
e Z: bind mount R ERE RAH o FREEMEFE o

T BSHEHE LT » e RERB I /home X /usr/ BIEEF o H4EAT

Z 2 MLLESHBEIEINLZRNE > BIREEZ T3 relabel X EIE T o

z X Z FEEHBE --mount 1EA

This example sets the z option to specify that multiple containers can share the
bind mount’s contents:

$ docker run -d \
-it \
--name devtest \
-v "$(pwd)"/target:/app:z \
nginx:latest


https://docs.docker.com/engine/admin/volumes/bind-mounts/#configure-bind-propagation

Configure mount consistency for macOS

2AERAT MacOS » A TAEM
https://docs.docker.com/engine/admin/volumes/bind-mounts/#configure-
mount-consistency-for-macos


https://docs.docker.com/engine/admin/volumes/bind-mounts/#configure-mount-consistency-for-macos

Use tmpfs mounts

volume ## bind mounts #AFARHEBIAEZROIHFALT » EAEZREG LS M
F o

HEEEERT  RTRIALZEEZBSRBERER I L WREREREH
writable layer T ° XA THERLEFEIE » KA KB AIFHF AL R
FRAE o

1R tmpfs #H&K - BHKEEAN wEs F (AFHIH > BN swap F) o

o BXBIFILE > tmpfs mount FM Ik o

5o 82

o LK commit L tmpfs mount REAMARE o

~
Container
8 tmpfs
bind mount
mount volume
Filesystem Memory
I Docker area :

. J

% --tmpfs L& --mount

o 4 > --tmpfs R AT standalone %% ° @ --mount AT swarm
services °© A@mM 17.06 J% > --mount 7T VLA T standalone & &

T o
o --mount TIEMEZH > ZLFPH o
o -v EHASEMBER— ™ --mount FERATHF

L AR --mount s BLTEREHREZ -v / --volume  EZEBUEA

--mount



o --tmpfs :##&K tmpfs mount ° {2 FREEFETAEMEE » R T
standalone % & °

e --mount : W% <key>=<value> ZL °
o type :#EEA ; T®%MEA bind , volume , tmpfs o L&A
tmpfs °

o destination / dst / target : T HE & o
o tmpfs-type #° tmpfs-mode : & T @)%

Differences between --tmpfs and --mount
behavior

o --tmpfs R AT TH E

e --tmpfs FAMAT swarm services ©° sb/M4EA --mount °
Limitations of tmpfs containers

e tmpfs mounts TAEHFZH H &

e tmpfs mounts RAEA/EHA T linux 2% ° & ¥ windows &% ©

Use a tmpfs mount in a container

7% P12 M tmpfs mounts B » TXAE A --tmpfs & --mount
type=tmpfs ° tmpfs *&%& source L o

THI P A ngink ZHEQNET —A tmpfs mount F4EHET /app A% °

--mount

$ docker run -d \

-it  \
--name tmptest \
--mount =tmpfs,dst=/app \

nginx:latest

- -tmpfs :



$ docker run -d \
-it  \
--tmpfs /app \
nginx:latest

{# 144 docker container inspect tmptest TAZHZZE > HE5F
Mounts 3F4" °

"Tmpfs": {
Il/appll: mn
}

M & %

k!

$ docker container stop tmptest

$ docker container rm tmptest

Specify tmpfs options

tmpfs mounts A & ANECE R 5 A AR R ALY o o R BAE XA
B LMAER --mount TR A

--tmpfs °
Option Description
tmpfs- 2 B K % 45 o
size % & tmpfs mounts & K0 #£4Z bytes ° BRIk ERH
tmpfs- X E tmpfs 89 8 ## rwx MR o Hlde 700 K 0770 ° Kk
mode A 1777 X world-writable °

THIF%E tmpfs-mode # 1770 o HARAEZXEZ T » JF world-readable -



$ docker run -d \
-it  \
--name tmptest \
--mount
nginx:latest

=tmpfs,dst=/app, tmpfs-mode=1770 \



Hig o~ BE G HR

https://docs.docker.com/engine/userguide/storagedriver/imagesandcontainers

w5 B

#H—ER&E—N dockerfile 5%
MTRE—E » XA Ri: (read-only)
A layer #EHZ AT R —F

A #H#EE (container layer)

o FTAIM &% #ALEE EEE

THERETT ubuntu 15.04 %389 E % X &

T

%472 container B » AWK HE—/ T5E(writable layer)

— AN EES S B (layer) # & (stack) M

K

i +—— Container layer

91e54dfb1179

d74508fb6632 1.895 KB

c22013c84729

194.5 KB

d3alf33e8a5a 188.1 MB

ubuntu:15.04

> |mage layers (R/0)

Container
(based on ubuntu:15.04 image)

o /4ft3E# (storage driver) FTHEIXLEZ XA o

o TR BIEEH A5 E TR GRKE o

176


https://docs.docker.com/engine/userguide/storagedriver/imagesandcontainers

e %4 container TUEF—A image

o &/ container % image &Mk ERIZ—NETE& A writable
layer

o MTAXMHLHA R4 XA4L writable layer LE

o [EMIHRHA T4 #F A% image

e container AWM FREGEAIE > 48289 writable layer HLEMI &

THETT ubuntu 15.04 41201 S A 2% ZXHG XA

L_Thin R/W layer__|

|

d74508fb6632 1.895 KB

91e54dfb1179

il

c22013c84729

d3aif33e8a5a 188.1 MB

ubuntu:15.04 Image

EE D WwRRE 4 BB TER RTnE ARHIIE o R FEFILHK
B A docker volume Y ° H mount FMREGEEF o

ha

o

N q ~ 5

R B K]

o 1 M4 docker container ps -s EAZBITFESR KD
o SIZE : TAWIE X writable layer X I

o virtual size : &M read-only %K

o &AM docker image 1ls & &
o FF 8y E T AR AR Bl 89481% » MILATH virtual size

A
A
hupd
oo
=
&

177



%9 48 Ja

$ docker container ps -s

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES SIZE
714135f3cac4 registry:2 "/entrypoint.sh /e..
! 28 hours ago Up 28 hours 0.0.0.0:5000->5

000/tcp registryproxy_mirror_1 OB (virtual 33.2MB)

o BRI MZEEN  TAREN size 5—A virtual size #f= o

o XABLEHRELSUATILA :
o £ json-file logging drive &9 B & SUH K> ©

o BEAFHE volume
o REMEE » AFHR

o Memory written to disk (if swapping is enabled)
o checkpoint, if you're useing the experimental checkpoint/restore feature.

copy-on-write(CoW) %

CoWw R%Z—F 34 sharing and copying &K% o

o RTHEINT 1/0 H#

o B —ANUHAEMKE layer TAHALMN o TAEET FFFRR o

o Y—AH F—k MWEAE o LEHEB LA writable layer * RE4EH
%

sharing promotes smaller images

1 M 44 docker pull <image> &)Bf4&

o image HMHE—RIBITH
o Linux A%BGHAE /var/lib/docker/ B ET
o /var/lib/docker/<storage-driver>/layers/
e £/ docker history <image> Z&F%1%4 build T
o WP SA <missing> # layer £ : ¥ layer EHMALKL



build FFE A2 RMFTH o T AK B %

Copying makes containers efficient

% %% copy-on-write #RAEEf > BARF FHAFe LAKE) storage driver A % o
Kik8) aufs driver A& overlay , overlay2 drivers & cow F#H4wT :

o Bk %k image layer TRG AL N ZLE A4 3 RT
B Aike 33KEE > i3 cache FTHFHAT—HHME -

Wa » copy_up HAEFIRBIGUH B R B EEE writable layer ©
WG o At U BT R ARAE » BREBR AL BRATHELRKE layer T o

e

[ ]
Btrfs , zFS #F=i 4t storage dirver 8 cow SHH X TF o

o A write BMUMERLHAR LN TR > A write BUENERARE
£ writable layer ¥ o

st write-heavy &R » FR%¥E data WRBLEBZETF o mETA

- Docker volume -°

E 7

1%

= i

A copy_up operation canincura noticeable performance overhead . This
overhead is different depending on which storage driver isin use.
Large files , lots of layers ,and deep directory trees can make
the impact more noticeable . This is mitigated by the fact that each copy_up
operation only occurs the first time a given file is modified.

o BHELERMNNMIKLAAE writable layer ° X ALHA Cow RIEE o

Data volumes and the storage driver

LR BWMILE » ZARBGLE data volume T 89 ZAE AL AR M| Ik
data volume ZABEBERINEEZEFH directory = file

data volume F % storage driver &%

o Reads and writes to data volumes bypass the storage driver
and operate at native host
—ANEETAREE S A data volume
—A~ data volume A% AEEHER



THEFRT :

o —NIMBHTANRS
o HNKEREHA /var/lib/docker T B C0Ga: & % 4

containerl

container2

Local
storage
area

Docker host

Container 2

e Data volumes reside outside of the local storage area on the Docker host,
further reinforcing their independence from the storage driver’s control.
e \When a container is deleted, any data stored in data volumes persists on the

Docker host.



%45 41% 19 storage driver

Docker % # % # &~ F| 8 storage driver, 48 pluggable architecture e
e storage driver RE T4fT #®#%& A %% image #° container
#4156 storage driver * U TARINUREZGAHAZHEL ¢

o WRALANM IS4 storage driver ° Z£X%AHIEE storage driver
REILT » A2 RBUAT ABLF

o aufs : Zik° &% # storage dirver > 1EZHTRA RALA X
e
o btrfs , zfs (AR ERYH o LLAEMT # A% (backing
system ) JEAf BT E
o TN » ZIXART WEGHILTAE A LA AR Fo i 2 P 8Y
storage driver °
m overlay2 #fk HKRZ overlay ° XAFHAREEIEE o
m devicemapper AKX 12ERK direct-lvm & % = IRIE
(production environments) * B % loopback-lvm /& LB E 6915
LT o M ARARAK
o Docker /7274 2 & 7 storage driver #9)5 o
e storage dirver & &ZMKM T docker A Fo ALmA

o aufs :Ubuntu and Debian

o btrfs :SLES, R %% Docker EE

o Support storage drivers per Linux distribution
e ¥4 storage driver x X#Hi4% AEK-

o Supported backing filesystems
o L VIERE - ARBALF TAEZHFESEL storage driver o

o other considerations

Supported storage drivers per Linux
distribution


https://github.com/moby/moby/blob/v17.03.1-ce/daemon/graphdriver/driver_linux.go#L54-L63
https://docs.docker.com/engine/userguide/storagedriver/selectadriver/#supported-backing-filesystems
https://docs.docker.com/engine/userguide/storagedriver/selectadriver/#other-considerations

TR EE 2R (disable) K4 R%H storage driver

e £ Centos Ei£F overlay or overlay2 HEZ#M selinux

Docker EE and CS-Engine

#& Product compatibility matrix

Docker CE

In general, the following configurations work on recent versions of the Linux
distribution

Linux .

distribution Recommended storage drivers

Docker CE aufs , devicemapper , overlay2 (Ubuntu 14.04.4 or
on Ubuntu later, 16.04 or later), overlay , zfs , vfs

Docker CE aufs , devicemapper , overlay2 (Debian Stretch),
on Debian overlay , vfs

Docker GE devicemapper vfs

on CentOS PPET

Docker CE devicemapper , overlay2 (Fedora 26 or later,

on Fedora experimental), overlay (experimental), vfs

o MBI IE » BIFHA X overlay2 #) linux R4 ©

o &M Docker volume R#/#Z writable layer L#ATHMEEFH AN o

o vfs TRk o RIFRFHGIE A TAEMBITZ its performance and storage
characteristics and limitations.

Z% w5 storage drive A AEFIRAGPESE o

Docker for Mac and Docker for Windows

Docker for Mac and Docker for Windows are intended for development, rather
than production. Modifying the storage driver on these platforms is not supported.

Supported backing filesystems


https://success.docker.com/Policies/Compatibility_Matrix
https://docs.docker.com/engine/userguide/storagedriver/vfs-driver/

2t Docker M5 * backing filesystem %t% /var/lib/docker/ B % Ff
£ B IHARAEX o

—¥ storage dirver RAEZEAFTH backing filesystem L TA4f

Storage Driver Supported backing filesystems
overlay , overlay2 ext4 , xfs
aufs ext4 , xfs
devicemapper direct-1lvm
btrfs btrfs
zfs zfs

Other considerations

WIE T B b1
T Fl storage driver A T~Fl& ##H o

e aufs , overlay , overlay2 Z&E&#MF #(file) WFR A block
o &R Al EABZEERXEFARESLME container's writable
layer RiRIgK o

e devicemapper , btrfs , zfs #£i&E4& block iR1F o thde A docker

volumes

For lots of small writes or containers with many layers or
deep filesystems , overlay it overlay2 £ &i&,

btrfs #= zfs AL ERKEKS

zfs is a good choice for high-density workloads such as PaaS.

Shared storage systems and the storage driver

If your enterprise uses SAN , NAS , hardware RAID , or other shared storage
systems, they may provide high availability , increased performance ,
thin provisioning , deduplication , and compression . In many cases,
Docker can work on top of these storage systems, but Docker does not
closely integrate(% &, —#1t) with them.



o &/ docker storage driver #FHA T linux filesystem % volume
manager °

o 1B » BAPRPATEH) dockter storage dirver P74 shared storage
system LEAEZIFH o

Stability

BTREMEE  —fkmF aufs , overlay #¢ devicemapper A% &®S ©

Experience and expertise

# T maintaining (%#) FIEHE o

Test with your own workloads

MRTEEEERT ©

Check and set your current storage driver

FTE: A% storage driver ° %4 devicemapper , btrfs , zfs &

Zat A G AATE SN B E o
% docker info 44 &A& 47 Storage driver 138
docker info
Containers: O
Images: ©

Storage Driver: overlay
Backing Filesystem: extfs

<output truncated>

o /= Docker B # 4% » &K --storage-driver ##E&TIL%E storage

driver



o (%) & E daemon.json
o Linux: /etc/docker/daemon.json

o Windows: C:\programbata\docker\config\daemon.json

%l4e » 48 %  devicemapper driver °

"storage-driver": "devicemapper"

& ¢ £ ubuntu 16.04.3 x86_64 / docker-ce 17.06 iAit

daemon.json EE registry-mirrors TR o

F4%ni& storage driver &AM daemon EE 0 ARMAR o



Docker daemon %) &2 & Fo P44

AL EAMAtTEH dockerd #9452 o
Start the daemon using operating system
utilities

e % docker

o fEFHLE T
Start the daemon manually
& T DEBUG # B & » T4l dockerd FI 2 3 DockerfR % o ta F &
R FEERIER sudo w4 o it XAr A A B # Docker & ° Docker iE4T /& AT
& FEBAER S LITHAE

$ dockerd

INFO[0OOO] +job init_networkdriver()

INFO[00OO] +job serveapi(unix:///var/run/docker.sock)
INFO[OOOO] Listening for HTTP on unix (/var/run/docker.sock)

# ctrl+Cc 4Z.k Docker

Configure the Docker daemon

A\
o

Docker daemon &2 T & % %3¢ »

o FLEHEAE » RTT LT L dockerd fF%
o X7V daemon.json FHEE

LR FIEHFILA daemon.json WA TR o


https://docs.docker.com/engine/installation/
https://docs.docker.com/engine/installation/linux/linux-postinstall/#configure-docker-to-start-on-boot

%% dockerd AT & % B B LA o

F it F X
$ dockerd -D --tls= --tlscert=/var/docker/server.pem --tlske

y=/var/docker/serverkey.pem -H tcp://192.168.59.3:2376

e -D :debugging
o -tls :BH TLS EH

o --tlscert , --tlskey #TIEH
e -H :48% daemon Y% H) M%4o

F 4789 77 XNAPTA 5% KN daemon.json T » 5 E£E Docker daemon ° & f+ 7
A& T &# DockerF & o #l4id4 L @ag 44 daemon.json ¥ :

{
"debug": ,
"tls": ,
"tlscert": "/var/docker/server.pem",
"tlskey": "/var/docker/serverkey.pem",
"hosts": ["tcp://192.168.59.3:2376"]

b

Docker X# ¥ A % % ARG B B 3R o )40 :

Automatic start contaienr

Limit a container’s resources

Configure storage drivers

Container security

Troubleshoot the daemon

7+ debugging # X, 7T A # Bh B4 o 42 R docker daemon %42 w2 0 f&3E 7T A

i@ it A docker daemon X #4155 SIGUSR ° 7% 4|05 P A A AZ 69 2R 42 B e F)
FHAEFBEF o

Out Of Memory Exceptions (OOME)


https://docs.docker.com/engine/reference/commandline/dockerd/
https://docs.docker.com/engine/admin/host_integration/
https://docs.docker.com/engine/admin/resource_constraints/
https://docs.docker.com/engine/userguide/storagedriver/
https://docs.docker.com/engine/security/

WwREHEREZRERNGAEGRET AR ER > T LA X out Of Memory
Exception (OOME) °* JFH X% % s Docker daemon™ At 24 kernel OOM
killer XM o AT HEXAEFIGRAE » ARERZINARBYGAHZ > HI 0 &
B Understand the risks of running out of memory.

Read the logs

P ZETHABE FRNAL  OEAMOZER—H o

Operating

Location
system
RHEL,
Oracle /var/log/messages
Linux
Debian /var/log/daemon.log
Ubuntu
16.04+, Use the command journalctl -u docker.service
CentOS
Ubuntu /var/log/upstart/docker.log
14.10-
0S ~/Library/Containers/com.docker.docker/Data/com.docker
mac linux/console-ring
Windows AppData\Local
Enable debugging

A #Ak 7 XA B debugging £ X ©
£ — >4 dockerd 1% -D o

£ =524 daemon.json ¥4 "debug": true FH o XAt Ni& AT Docker
EANFE o

1. %% /etc/docker/daemon.json ° %% Windows = MacOS °» T #& A
H%%E > & Preferences /| Daemon / Advanced ¥+ 4 32 -

2. WwRXHA%E > daemon.json T :


https://docs.docker.com/engine/admin/resource_constraints/#understand-the-risks-of-running-out-of-memory

"debug":

R TAGFAE o DEHER "debug": true FH o EZWRIATHL iE5 o F
9F > R T A8 E  log-level %% ; HiAA info s AZMEA debug ,

info , warm , error , fatal °
1. 4o & Linux M > dockerd %1% HUP 1% » reload Bt & o &R &

Windows E AL » £ 2 docker °

$ sudo -SIGHUP $(pidof dockerd)

Force a stack trace to be logged

4o % daemon LAk 0 4R 7T VA% daemon X % SIGUSR1 13 5 5% #| 3% T A A4
BARG Tk o

e Linux:

$ sudo -SIGUSR1 $(pidof dockerd)

e Windows Server: T # [docker-signal]https://github.com/jhowardmsft/docker-
signal) » 1 ] =4 --pid=<PID of daemon HATH 4 o

X AR £ 5% B ARG HEARAT B > 12K 242 1k daemon © Daemon # B & F &4 4 it
HARAT B 0 Re FRAG LUIERE L GERE o

The daemon will continue operating after handling the SIGUSR1 signal and
dumping the stack traces to the log. The stack traces can be used to determine
the state of all goroutines and threads within the daemon.

View stack traces

Docker daemon B & T LI AT 7 X & F

o Linux A%1% A systemctl : journalctl -u docker.service


https://github.com/jhowardmsft/docker-signal)，使用参数

o T8y LinuxA %4 : /var/log/message , /var/log/daemon.log ,
/var/log/docker.log

e Windows Server # DockerEE : Get-EventLog -LogName Application -
Source Docker -After (Get-Date).AddMinutes(-5) | Sort-Object

Time
2 7%: f£ windows 3 MacOS LR F a4 Bz & o2& » Tl
Docker 1£ % # % Diagnose and feddback % Docker H K R 4% 4R & 2] & o

Docker H &4=TF :

..goroutine stacks written to /var/run/docker/goroutine-stacks-
2017-06-02T193336z.109

. .daemon datastructure dump written to /var/run/docker/daemon-d
ata-2017-06-02T193336z.10g

L4587 T Docker ¥ 3E A3 &tk 69 5% 42

Check whether Docker is running

o 144 docker info F# % Docker & & EfEE4T o

o MRIEZT AL MARIF AL 4%k E > #l4 sudo systemctl is-active
docker 2 sudo status docker 2 sudo service docker status 3
1% ] Windows I £

o YR ARIETUER ps AR top &A dockerd #BRELHILE o



Start containers automatically

Docker #&4t restart 5ok JEH & B A X TT%“ ALAHER o TRRRKET A
i o--link HZEH R RVAERGIR)F B o ﬁ:&}ﬂ A RER BB R
F2 o

T2 k%45 dockerd % --live-restore fti&?"#ﬁ o fF Fl --live-
restore AR AE Dockerft B AR RIFEREIT 12 W% Fo Rl P i 2T
17

Use a restart policy

212 B docker run WA B HEEN 24 --restart TUABRBHKITER
% o __restart # T HAAEIEAT

Flag it
no REaAHEHRRLHIRSE o (FHKIN)
on-failure izitb’?&%%mrﬁﬁ%ﬁﬁ NEH > BAEIEL T AIEREE
unless- FTHEFHBEE 0 RIEEHK L TIF kR Docker A & #4421k 3%,
stopped FTHE o
always o RAZE s FELEHRHES o

VA redis 223 A% » MIEA#151EX docker T8 0 BEBK LTS o

$ docker run -dit --restart unless-stopped redis

Restart policy details
1% R E# B 3 RSB > HIE(ELATILA :

o THRERANRBRAEBZRBARNEENX - EBARFRAT » BHRIEARERS
EV#H 4 10 #4F > Docker LAFHUMAE c BAETUGIERATE HHES
HNERBEIL o

o WRME FHIFULRSE > METHEB 3 REIFHL & %] Docker ¥4 #2 /)5 T #


https://docs.docker.com/engine/reference/run/#restart-policies---restart

BAHEEBRFHEHB D o HRILEH B HEITGF LR
o THRARBMRENTESR - BHUMRSOEHR FHRBERETF o & flags
related to service restart

Use a process manager

WwRERRGAHALER s T AREE LT L > flde upstart , systemd =X

supervisor °

HRERILETAREN  ARERENNRABLEEH  WREAVNRBFHE
2o REHFERARAAFN > AAZL

=4

X R A& Docker-aware # » AR xR 35 N g3 A2 o
EATAL%FE4 > IF Linux £47HRZH o

B R2¥% docker €8 R 5 FALF HHBETEITERA > —F TR+

(e}

?f‘%‘ ﬂ

WwREGRNABREELR  ERAES ’SQHELXHT H R KB R A EANF B AR

docker start X docker service B #% % X/k% ° o0 use aprocess
manager, configure it to start your container or service using the same docker
start or docker service command you would normally use to start the container
manually.


https://docs.docker.com/engine/reference/commandline/service_create/

i# i Promethues X %& Docker ' 6835 4%

R 4T/ Linux T & ZE Prometheus ° HMuigtE 2% > AiEA R - L 5h
BAT 285 6

Prometheus = — MR B dEFfe i T L o T34 Docker fE A L B B Ax o ALK
& #—/- Prometheus & % » 7 3% & Docker 54 °

Bk RKSUP AR T A 45 Aa A L8 FAR T R W R AR R A RAL o

B Al > R R4 % 4 Docker A% » W RAE % 4% Docker & & b 8942 )7 o

iz'iﬁsfc:;\;

#  BIEARLGRK
Kernel Version: -93-generic
Operating System: Ubuntu LTS

# Docker M A
Server Version: -ce

# prometheus HRA

prometheus, version (branch: HEAD, revision: 3a7cb5lab70fc7
615cd318204d3aa7c078b7c5b20)

build user: root@ab78fb101775

build date: -15:

go version: gol

i & Docker

#% Docker daemon &2 & # Prometheus # B 4% » 1R & 24 F metrics-
address ° ZRZAMEH 9 F LB E /etc/docker/daemon.json ° EFE
json XK o


https://docs.docker.com/engine/admin/prometheus/
https://prometheus.io/

Promethues % 3%

"metrics-addr" : "127.0.0.1:9323",
"experimental" : true

#m #% dockerd &t &

$ sudo kill -SIGHUP $(pidof dockerd)

I Docker £ 9323 3# 7 E /A Prometheu-#% %154 ©

& & #» 2 % Prometheus

KB+ » Prometheus 538 i Docker & & R4ER % o

YTl E LR AE /tmp/prometheus.yml ¥

# my global config
global:
scrape_interval: 15s # Set the scrape interval to every 15
seconds. Default is every 1 minute.
evaluation_interval: 15s # Evaluate rules every 15 seconds. Th
e default is every 1 minute.
# scrape_timeout is set to the global default (10s).

# Attach these labels to any time series or alerts when commun
icating with
# external systems (federation, remote storage, Alertmanager).
external_labels:
monitor: 'codelab-monitor'

# Load rules once and periodically evaluate them according to th
e global 'evaluation_interval'.
rule_files:

# - "first.rules"

# - "second.rules"

194



Promethues % 3%

# A scrape configuration containing exactly one endpoint to scra
pe:
# Here it's Prometheus itself.
scrape_configs:

# The job name is added as a label "job=<job_name>" to any tim
eseries scraped from this config.

- job_name: 'prometheus'

# metrics_path defaults to '/metrics'
# scheme defaults to 'http'.

static_configs:
- targets: ['localhost:9090']

- job_name: 'docker'
# metrics_path defaults to '/metrics'
# scheme defaults to 'http'.

static_configs:
- targets: ['localhost:9323']

B #H—A %3] K # Promethues IR %

$ docker service create --replicas 1 --name my-prometheus \
--mount type=bind,source=/tmp/prometheus.yml, destination=/et
c/prometheus/prometheus.yml \
--publish 9090:9090/tcp \
prom/prometheus

& . e R 174 Docker Host B A A B £7F » A4 2R =1R%& docker
swarm init

@it web R @i R A%

195



Prometheus Alerts Graph Status ~ Help

Targets

docker

Endpoint State Labels Last Scrape Error
http://192.168.65.1:9323/metrics upP 7.302s ago

prometheus

Endpoint State Labels Last Scrape Error
http://localhost:9090/metrics upP 4.588s ago

1% ] prometheus

% Graphs > £ T ¥ % Fi##—/ #8454, & & Execute °

Prometheus Alerts  Graph  Status -  Help

engine_daemon_network_act §

Graph = Console

o

= | 30m + «  2017-05-12 13:09 » Res. (s) O stacked

6.5

M engine_daemon_network_actions_seconds_count{action="release",instance="192.168.65.1:9323" job="docker"}

M engine_daemon_network_actions_seconds_count{action="connect",instance="192.168.65.1:9323" job="docker"}
engine_daemon_network_actions_seconds_count{action="allocate",instance="192.168.65.1:9323" job="docker"}

HTiE bR AR EAE—A L Q- 10 M8 ABMRE » FEH ping

o

$ docker service create \
--replicas 10 \
--name ping_service \
alpine ping docker.com



Prometheus  Alerts  Graph  Status ~ Help

engine_daemon_network_act §

Graph  Console

- 30m + « Until » Res. (s) O stacked

B engine_daemon_network_actions_seconds_count{action="release",instance="192.168.65.1:9323" j

® engine_daemon_network_actions_seconds_count{action="connect",instance="192.168.65.1:9323" job="docker"}
engine_daemon_network_actions_seconds_count{action="allocate" instance="192.168.65.1:9323" job="docker"}

W ARG » 451 H MR ping_service -

$ docker service rm pingservice
FILo4E » R BFTUAER BIEAL DS T ZRHET o

52 33, 9

1. daemon.json FT& B EH metrics-address 847 @ A& NIz E FRE

Targets
docker (0/1 up)

Endpoint State Labels Last Scrape Error
htip://localhost:9323/metrics DOWN instance="localhost:9323" 8.899s ago Get htip:/flocalhost:9323/metrics: dial tcp 127.0.0.1:9323: getsockopt: connection refused

prometheus (1/1 up)

Endpoint State Labels Last Scrape Error

http:/localhost: 9090/metrics up 7.554s ago

THEE W LFEF KT E » K428 metrics TE KT o

1. Prometheus ¥ Graph T4 ¥ £ ¥y iz R A LG EM XA FOR—4 o @
AT Ttk -



T—%

1% 1] Promethues 3R IL# % 13 &, o



Docker daemon Z WU R RZF BB A5 &

KINFALT » % Docker daemon &2 88t » 2 XHAELAZHFHES o K 1.12
FH44 0 T VABL B daemon 53k 0 1 & B £ daemon # A2 R A &R 2 RAFE
1T o BRAFIEILT /£ daemon A ~ TR EF AR L E B 6912 1E B R o

2% : live restore R X4 windows & % ° /2% X # & Docker for
Windows _E ¥ 69 Linux & % o

2 H live restore & i

H AT kR E

1. B2 & /etc/docker/daemon.json ° fEHZXfHF X » 2£ZF json #HBX

"live-restore":

R gk b s M BT B E 09 54K

$ -SIGHUP $(pidof dockerd)

1. R H% dockerd 4 o

$ sudo dockerd --live-restore

4% 5t 49 live restore
live restore X #F#& minor MAZ ALK E F H 5 daemon Z 18] & & 3

% % © #l4= Docker Engine 1.12.1 % 1.12.2 °

do AR R IEMIE K0S 4% 0 daemon THRAERE S ERZ A GEHE o w R HAX
1 5L » daemon & B E £ EATHI RS ﬁﬁ{?%jﬁ%gﬁﬁfi—%—.; .



7 2 i 89 live restore

R A daemon B & T L6989 LT €8 daemon live restore I &4k o 4l
42> live restore it daemon £# 7T bridge ip #= graphdriver #F14%&

AR A H5ZEAETILT live restore AR RS AL o & T ik &
Bo)—HHEFRZAETINT » FR2E o Blde > GRS registry-

mirrors ®EA 2L o

live restore I i& 4T P 89 % 35 69 %4 of

docker daemon # R KN B REFH SN EZR AR RY M ZHEARLAEF A
B —AFIFO B &UHF » vA4h daemon Tk B X B4 3 o iznﬁ": daemon K& 7] R4k
WXL EH > buffer B ALEFHFIFLEEAHHBDE - —AMHREHTHEE
LR E S ERE > AMAKAARE o buffer KKK DA 64K

R # buffer 5671 &% 2 Docker °

T buffer X ~& &5 /proc/sys/fs/pipe-max-size #I{A

live restore 5 swarm mode

live store 4 Docker swarm mode 7 #% % ° When the Docker Engine runs in
swarm mode, the orchestration feature manages tasks and keeps containers
running according to a service specification.

Hesh

M EILER—T o

1. £BE "live-restore" : true X/ ¥ /B Docker

2. Fonid AT ZBHERBON R & 0 £ B T swarm mode * & docker swarm
init

3. T live-restore 4 swarm mode % » H3t ¥ B Docker &9 B 4% & 314
TAR4E



Nov 01 10:33:59 instance-4 dockerd[30728]: time="2017-11-01T10:3
3:59.3108397427" level=info msg="There are old running container
s, the network config will not take affect"

Nov 01 10:33:59 instance-4 dockerd[30728]: time="2017-11-01T10:3
3:59.322647040Z2" level=info msg="Loading containers: done."

Nov 01 10:33:59 instance-4 dockerd[30728]: time="2017-11-01T10:3
3:59.344132196Z" level=info msg="Docker daemon" commit=afdb6d4 g
raphdriver(s)=overlay2 version=17.09.0-ce

Nov 01 10:33:59 instance-4 dockerd[30728]: time="2017-11-01T10:3
3:59.344906513Z2" level=fatal msg="Error starting cluster compone
nt: --live-restore daemon configuration is incompatible with swa
rm mode"

% . £ journalctl -xe #AEHFALRBEN > TR4BADER
%’”AﬁﬁK%mLLTmMROQK%Qﬁﬁﬁ, X ANEAR T A4S 4 &
A4 AER¥ERELE o



Install Docker Compose

ZF &\ % > 3] docker-compose 87 github release T @ T #HJE » ¥ =4 XH
AN /usr/local/bin/ B E TR

wK

curl -L https://github.com/docker/compose/releases/download/1.16

.1/docker-compose-"uname -s - uname -m"~ > /usr/ /bin/docker -
compose
chmod +x /usr/ /bin/docker-compose

F+ 2%

TRRIRARER KT

F9#,

] e = 2t | STHF BP 7T


https://github.com/docker/compose/releases

Docker Compose % %

%

° %

b3
j”fi

2% docker
e %% docker-compose

Step1: Setup

1. €lE—4B %

$ mkdir compose_
$ compose_

1. R —" app.py ° &% web #£5

#!/usr/bin/python
#
# filename: app.py

from flask import Flask
from redis import Redis

app = Flask(__name__)
redis = Redis(host='redis', port= ) # host='redis' redis #
‘redis container” # “HEXLZ°

@app.route('/")
def hello

count = redis.incr('hits"')

return 'Hello World! I have been seen {} times.\n'.format(co
unt)

if __name__ == "_main_":
app.run(host="0.0.0.0", debug=True)



& : host='redis' T % redis # EiTredis BFHEROERL »
sk T4 A ZKINE) 6789

Bl

1. €]# requirements.txt ° &% python 484

flask
redis

Step 2: Create a Dockerfile

AR %E FP > 412 Dockerfile » B #h1E %0 » T A 24512

FROM python: -alpine

ADD . /code

WORKDIR /code

RUN pip install -i https://mirrors.ustc.edu.cn/pypi/web/simple -
r requirements. txt

CMD ["python", "app.py"]

e FROM 1M python:3.4-alpine 421%1EH Aahsiis

o ADD ¥ LATH kK . #EA4HME /code

e WORKDIR ¥ IAFH RX&EEA /code

e RUN X python i&k#t » £E AL A FHX &9k > it T K
e CMD &k E4HEATA python app.py

Step 3: Define services in a Compose file

@7 docker-compose.yml ° %5 XA FIK



version: '3
services:
web:
build:
ports:
- "5001:5000"
redis:
image: "redis:alpine"

compose X TAAN MB% : web # redis

e web R%
o build :1£ M H AT B X4 Dockerfile build #9421%
o ports :BRAHfE AL 5001 3% 2B A %K 465 5000 552 » 5 docker run -
p 5001:5000 [ °
m Flask ks @ 5000
n BT &AM 5000 3% 2 L4237 docker registry proxy @ Eit
BT 9% a4t o
e redis R%
o 1%l Docker Hub ¥4 redis #%t1%

Step 4: Build and run your app with Compose

1. & A 4+4 docker-compose up JR%

$ docker-compose up

Starting composetest_web_1 ...
composetest_redis_1 is up-to-date
Starting composetest_web_1 ... error

ERROR: for composetest_web_1 Cannot start service web: driver f
ailed programming external connectivity on endpoint composetest_
web_1 (92e55e324676835b2d5053a8aabeafbbh639f96d1f9dfe5203e2d7a66d
eb793c1): Bind for 0.0.0.0:5000 failed: port is already allocate



ERROR: for web Cannot start service web: driver failed programm
ing external connectivity on endpoint composetest_web_1 (92e55e3
24676835b2d5053a8aa6eafbb639f96d1fo9dfe5203e2d7a66deb793c1): Bind
for 0.0.0.0:5000 failed: port is already allocated

ERROR: Encountered errors while bringing up the project.

HHHHHHHHH AR R AR AR AR AR AR AR R TR R R R R R R R R R R R
HHAHHAHHA RS

# BB B RRAAAMECEHT —AES “registry-proxy’ &R T 500
0 #m©e

# KBt ¥ docker-compose T8k 2BR4IN "5000:5000° KA T "5001:5
000"

HHHHHHHHH AR B AR B H R AR AR AR TR TR AR AR R R R R R R R R R AR R
HHEGHAHHA RS

$ docker-compose up

Recreating composetest_web_1

composetest_redis_1 is up-to-date

Recreating composetest_web_1 ... done

Attaching to composetest_redis_1, composetest_web_1

redis_1 | 1:C 25 Sep 08:08:25.420 # 0000000000000 Redis is star
ting 0000000000000

redis_1 | 1:C 25 Sep 08:08:25.477 # Redis version=4.0.2, bits=6
4, commit=00000000, modified=0, pid=1, just started

redis_1 | 1:C 25 Sep 08:08:25.477 # Warning: no config file spe
cified, using the default config. In order to specify a config f
ile use redis-server /path/to/redis.conf

redis_1 | 1:M 25 Sep 08:08:25.478 * Running mode=standalone, po
rt=6379.

redis_1 | 1:M 25 Sep 08:08:25.478 # WARNING: The TCP backlog se
tting of 511 cannot be enforced because /proc/sys/net/core/somax
conn is set to the lower value of 128.

redis_1 | 1:M 25 Sep 08:08:25.478 # Server initialized

redis_1 | 1:M 25 Sep 08:08:25.478 # WARNING overcommit_memory i
s set to 0! Background save may fail under low memory condition.
To fix this issue add 'vm.overcommit_memory = 1' to /etc/sysctl
.conf and then reboot or run the command 'sysctl vm.overcommit_m
emory=1' for this to take effect.



redis_1 | 1:M 25 Sep 08:08:25.478 # WARNING you have Transparen
t Huge Pages (THP) support enabled in your kernel. This will cre
ate latency and memory usage issues with Redis. To fix this issu
e run the command 'echo never > /sys/kernel/mm/transparent_hugep
age/enabled' as root, and add it to your /etc/rc.local in order

to retain the setting after a reboot. Redis must be restarted af
ter THP is disabled.

redis_1 | 1:M 25 Sep 08:08:25.478 * Ready to accept connections

web_1 | * Running on http://0.0.0.0:5000/ (Press CTRL+C to ¢
uit)
web_1 | * Restarting with stat
web_1 | * Debugger is active!
web_1 | * Debugger PIN: 326-358-579
Kl S L

% 7] M. htpp://docker_host_ip:5001 ZEH %R

= C (d | ® 192.168.56.212:5001

Hello World! | have been seen 13 times.

#% A4 4 docker container 1ls Z&& % A[E4TH) EAL

$ docker container 1s

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS
NAMES

54870af6fd43 redis:alpine "docker-entrypoint..."

About a minute ago Up 7 seconds 6379/tcp
composetest_redis_1

c80b12912730 composetest_web "python app.py"

About a minute ago Up 7 seconds 0.0.0.0:5001->5000/tcp

composetest_web_1

1. 4 docker image ls # 4 & A Kbtk



$ docker image ls

REPOSITORY TAG IMAGE ID
CREATED SIZE

composetest_web latest e2c2laa48ccl
4 minutes ago 93.8MB

python 3.4-alpine 84e6077c7ab6
7 days ago 82.5MB

redis alpine 9d8fa9aale5b
3 weeks ago 27 .5MB

1 M 44 docker inspect <image_tag>/<image_id> & & BiK1z &

1. EFHATFHF =A% > # AP docker-compose.yml FT/E B & 0 & fl44
docker-compose down R %

$ docker-compose down

Stopping composetest_web_1 ... done
Stopping composetest_redis_1 ... done
Removing composetest_web_1 ... done
Removing composetest_redis_1 ... done

Removing network composetest_default

KA BHEL docker-compose up B9 FT ctrl+c B H#HAE

12 Fl docker-compose stop J& @ & £EXMH  ZRMR

$ docker container ps -a

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS
NAMES

78b2acf2d71f redis:alpine "docker-entrypoint..."

25 seconds ago Exited (0) 9 seconds ago
composetest_redis_1

7d34fdcd3f9o1 composetest_web "python app.py"

25 seconds ago Exited (0) 9 seconds ago

composetest_web_1



Step 5: Edit the Compose file to add a bind
mount

%%  docker-compose.yml * 3= volumes bind mount
volumes ¥ .:/code A A FBHHTEHTF

e 5 docker run -v host_path:container_path #8F]
e 5 docker run T Fl& & » docker-compose “TMAfEHAaxtH F > A
docker run REE AL H %

version: '3
services:
web:
build: .
ports:
- "5000:5000"

volumes:
.:/code

redis:
image: '"redis:alpine"

T B g s TAFTIEG L RHASF A I HAEEHE > A rebuild 41%

Step 6: Re-build and run the app with Compose


https://docs.docker.com/engine/admin/volumes/bind-mounts/

compose L5415 #&

$ docker-compose up

Creating network "composetest default" with the default driver
Creating composetest_web_1 ...

Creating composetest_redis_1 ...

Creating composetest_web_1

Creating composetest_redis_1 ... done

Attaching to composetest_web_1, composetest_redis_1

web_1 | * Running on http://0.0.0.0:5000/ (Press CTRL+C to q
uit)

Shared folders, volumes, and bind mounts

e If your project is outside of the Users directory ( cd ~ ), then you need
to share the drive or location of the Dockerfile and volume you are using.
If you get runtime errors indicating an application file is not found, a
volume mount is denied, or a service cannot start, try enabling file or
drive sharing. Volume mounting requires shared drives for projects that
live outside of C:\Users (Windows)or /Users (Mac), and is required
for any project on Docker for Windows that uses Linux containers. For
more information, see Shared Drives on Docker for Windows, File
sharing on Docker for Mac, and the general examples on how to Manage
data in containers.

¢ If you are using Oracle VirtualBox on an older Windows OS, you might
encounter an issue with shared folders as described in this VB trouble
ticket. Newer Windows systems meet the requirements for Docker for
Windows and do not need VirtualBox.

Step 7: Update the application

MAERK B FOZBRHARNERFTT » ARKI T EEZ rebuild 1% & 38T WLE 315
J& B3R o

LR E D A5 app.py XH e Hello World KA Hello

from Docker .
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return 'Hello from Docker! I have been seen {} times.\n'.format(
count)

1. R#Ee » ERER

= C {0 |® 192.168.56.212:5001

Hello from Docker! | have been seen 29 times.

Step 8: Experiment with some other commands

e docker-compose up -d :J& &iEAT

e docker-compose ps

$ docker-compose ps

Name Command State
Ports
composetest_redis_1 docker-entrypoint.sh redis ... Up 6
379/tcp
composetest_web_1 python app.py Up 0]

.0.0.0:5001->5000/tcp

e docker-compose run : —RMHE4L o HlhedFE web MREFOIFETE



$ docker-compose run web env

PATH=/usr/ /bin:/usr/ /sbin:/usr/ /bin:/usr/sbin:/us
r/bin:/sbin:/bin

HOSTNAME=8ad8bfde60ca

TERM=xterm

LANG=C.UTF-8

GPG_KEY=97FC712E4C024BBEA48A61ED3AS5CA953F73C700D
PYTHON_VERSION=3.4.7

PYTHON_PIP_VERSION=9.0.1

HOME=/root

e docker-compose stop : ¥R %
e docker-compose down : XHATA ZEFME» KIAKRYE #EL
o docker-compose down --volumes : FlEf LM fhRE SA4E R 69 #i4E 4

7% : docker-compose #FsL/i48%E docker-compose.yml ° &N 4 iR4%

o default :1£/A ZATH kT4 docker-compose.yml 2 docker-
compose.yaml
o K #1 M docker-compose -f path/compose_name.yml

subcommand

$ docker-compose ps
ERROR:

Can't find a suitable configuration file in this directo
ry or any

parent. Are you in the right directory?

Supported filenames: docker-compose.yml, docker-compose.
yaml



Overview of docker-compose CLI

Command options overview and help

1% ] docker-compose --help &F&#48%XF&4 4

T #a4 docker-compose [-f <arg>...] [options] [COMMAND] [ARGS...]
ERAMETILRS o

R -f ¥ —1MXZ% A compose LHF

R -f %< compose file & %42 5§ x#%

Specifying multiple Compose files
docker-compose X #F{EH -f R8T %A compose file °

o YT L ATLME » docker-compose & BAAS AR LA R — A UAF o

o build HBTfE > PRI T TGN F AT o

o WwRAGELAFFAMNFE —MEFHIATTERE > WwRAFELL A2EHK
F# override AH AL o HMIEFTRAEEK RAK

AT

oA F8E T MAS compose file

$ docker-compose -f docker-compose.yml -f docker-compose.admin.y
ml run backup_db

A~ compose file #F#& /& webapp MR%

1. docker-compose.yml 4&8% T —A webapp R% yaml

docker-compose.ymli



webapp: image: examples/web ports:

- "8000:8000"

volumes:

- "/data"

2. “docker-compose.admin.yml® F##E & T —4 “webapp® K% - AF °f
iled™ #9BE > Kotk ~EHR o BARAFRGHT > W F B AL o

" yaml
# docker-compose.admin.yml

webapp:
build:
environment:
- DEBUG=1

o -f - s {&Jl - (dash) &+ #rE#mA(stdin) EA compose file ©
L4E R stdin B o BRE PO ABZALA WA X 8 HeE
o -f Tty wREAEM -f » X docker-compose 2 E LA
A% % tsBA% ¥4 % docker-compose.yml ## docker-
compose.override.yml SU#F
o B Z&M LA
m compose_test #—AMrA docker-compose Z#EH & o FTA L
PHAR/E  compose_test B kT » TAEFIZAT o
m compose_t3 # compose_test &R H %
m compose_t2 , compose_t4 A compose_test & F ~ 3 H %
o £I4%R 1M docker-compose up FAT LI K
. []~FA%EZ: T~
m [x] THZF: T
m [x] FH F: T



$ tree -a

— compose_t3/
L— compose_ /
— compose_t2/
| L— compose_t4/

— app.py

— docker-compose.vi.yml
— docker-compose.yml
— Dockerfile

L— requirements.txt

o M kEIZNt » LM B AL docker-compose.yml XU o 4R docker-
compose.override.yml FlE&Z c AANIHLEHFH— AL o
o R B EH R docker-compose.override.yml FHIEE S FTH
docker-compose.yml P& o

M % docker-compose.yml °® R4R¥ docker-compose.override.yml SU#F o
Jo F AR A

$ mv docker-compose.yml docker-compose.yml___

$ 1s docker-compose.*
docker-compose.override.yml docker-compose.vl.yml docker-compo
se.yml___

$ docker-compose up -d
ERROR:

Can not find a suitable configuration file in this direc
tory or any

parent. Are you in the right directory?

Supported filenames: docker-compose.yml, docker-compose.
yaml

Fl & % docker-compose.yml ## docker-compose.override.yml SU# o



$ cat docker-compose.override.yml

version:
services:
web:
build:
ports:

ISI

"5003:5000"
volumes:

- .:/code

redis:
image:

"redis:alpine"

$ docker-compose up -d

$ docker container 1ls

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
dfa3dce01fa9 redis:alpine "docker-entrypoint..."
7 seconds ago Up 6 seconds 6379/tcp
composetest_redis_1
34a9f6466e1d composetest_web "python app.py"
7 seconds ago Up 6 seconds 0.0.0.0:5001->5000/tcp,

0.0.0.0:5003->5000/tcp

$ curl 127.
Hello from
$ curl 127.
Hello from
$ curl 127.
Hello from
$ curl 127.
Hello from
$ curl 127.
Hello from

0.0.1:5001
Docker! I have
0.0.1:5001
Docker! I have
0.0.1:5003
Docker! I have
0.0.1:5003
Docker! I have
0.0.1:5001

Docker! I have

composetest_web_1

been seen 1 times.

been seen 2 times.

been seen 3 times.

been seen times.

been seen 5 times.



R L

F5% QIXAEEG 0 WA R EAUT RS R BT o AR Bl AgsE 2 o Bl b o BR At SR
U fBENIKDAE 2 2R o BEMSHULE > AT AT E 8B
BT A &mo

EPLF volumes X RBEE » HE bind Bl & E PAHRE > sb* 4T
override #9z% ©

$cp -a ./* ../compose_t3/

$ cat docker-compose.yml
version: '3
services:
web:
build:
ports:
- "5001:5000"
volumes:
- .:/code
redis:
image: "redis:alpine"

$ cat docker-compose.override2.yml
version: '3’
services:
web:
build:
ports:
- "5001:5000"
volumes:
- ../compose_t3:/code
redis:
image: '"redis:alpine"

$ grep return app.py ../compose_t3/app.py

app.py: return 'Hello from Docker compose_test! I have been s

een {} times.\n'.format(count)

../compose_t3/app.py: return 'Hello from Docker compose_t3! I
have been seen {} times.\n'.format(count)



$ docker-compose -f docker-compose.yml -f docker-compose.overri
de2.yml up -d

Creating network "composetest default" with the default driver
Creating composetest_web_1 ...

Creating composetest_redis_1

Creating composetest_web_1

Creating composetest_web_1 ... done

$ docker container 1s

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES

6ea717e23b74 redis:alpine "docker-entrypoint..."
9 seconds ago Up 8 seconds 6379/tcp

composetest_redis_1

6bec5939d3dd composetest_web "python app.py"

9 seconds ago Up 8 seconds 0.0.0.0:5001->5000/tcp

composetest_web_1
df21e8152501 registry:2 "/entrypoint.sh /e..."
5 days ago Up 47 hours 0.0.0.0:5000->5000/tcp

registryproxy_mirror_1

$ curl 127.0.0.1:5001
Hello from Docker compose_t3! I have been seen 1 times.

Specifying a path to a single Compose file

R -f F{E—AIELATE K compose file

o HeiEF AL 444
o THZi i COMPOSE FILE BT E 3L
o REAAT ALIBETE T L

For an example of using the -f option at the command line, suppose you are
running the Compose Rails sample, and have a docker-compose.yml filein a
directory called sandbox/rails . You can use a command like docker -
compose pull togetthe postgress image forthe db service from anywhere
by using the -f flag as follows:


https://docs.docker.com/compose/reference/envvars/#compose_file
https://docs.docker.com/compose/rails/

$ docker-compose -f ~/sandbox/rails/docker-compose.yml pull db
Pulling db (postgres:latest)...

latest: Pulling from library/postgres

ef0380f84d05: Pull complete

50cf91dc1db8: Pull complete

d3add4cdi1i15c: Pull complete

467830d8a616: Pull complete

089b9db7dc57: Pull complete

6fba0a36935c: Pull complete

81ef0e73c953: Pull complete

338a6c4894dc: Pull complete

15853f32f67c: Pull complete

044c83d92898: Pull complete

17301519f133: Pull complete

dcca70822752: Pull complete

cecf11b8ccf3: Pull complete

Digest: sha256:1364924c753d5ff7e2260cd34dc4ba®5ebd40ee8193391220
be0f9901d4e1651

Status: Downloaded newer image for postgres:latest

Use -p to specify a project name

A B T R ARARA AR B 4

o iF -p BHE—A AZX HRAL -
o WwRTIEA -p ° docker-compose &MEA LARELMAE EARAL o
o ¥ %1z 8% COMPOSE_PROJECT NAME %% &

Set up environment variables

You can set environment variables for various docker-compose options,
including the -f and -p flags.

For example,

e the COMPOSE_FILE environment variable relates to the -f flag,
e COMPOSE PROJECT NAME environment variable relates to the -p flag.


https://docs.docker.com/compose/reference/envvars/#compose_project_name
https://docs.docker.com/compose/reference/envvars/
https://docs.docker.com/compose/reference/envvars/#compose_file
https://docs.docker.com/compose/reference/envvars/#compose_project_name

e Also, you can set some of these variables in an environment file.


https://docs.docker.com/compose/env-file/

Compose CLI environment variables

Several environment variables are available for you to configure the Docker
Compose command-line behaviour.

Variables starting with DOCKER _ are the same as those used to configure the
Docker command-line client.

COMPOSE_PROJECT_NAME

% & project_name °
This value is prepended along with the service name to the container on start up.
o %4 > project_name # myapp

o AMANRZE : db A web
o MARBME » ZHELMRAF A myapp_db_1 F# myapp_web_1
e COMPOSE_PROJECT NAME ZTi#) o e R LXEA A »
COMPOSE_PROJECT_NAME ZKiA&1& H docker-compose.yml AT/ B %%
o

$
/data/docker-compose/compose_ /compose_t2/compose_t4

$ docker-compose up -d

Creating network "composetest default" with the default driver
Creating composetest_web_1 ...

Creating composetest_redis_1 ...

Creating composetest_web_1

Creating composetest_web_1 ... done

o fawl4rP > ki@t docker-compose -p project_name 15



$ docker-compose -p myapp up -d

Creating network "myapp default" with the default driver
Creating myapp_web_1 ...

Creating myapp_redis_1 ...

Creating myapp_web_1

Creating myapp_web_1 ... done

$ docker-compose -p myapp down --volumes

Stopping myapp_redis_1 ... done
Stopping myapp_web_1 ... done
Removing myapp_redis_1 ... done
Removing myapp_web_1 ... done

Removing network myapp_default

COMPOSE_FILE

1% compose file HJMLE o

o WwRAAIE COMPOSE_FILE ° docker-compose &—RM L#EBZE @
o B F X docker-compose.yml M Zmi@dRE| Ak o
e COMPOSE_FILE X#18=E % compose file

(¢]

COMPOSE_FILE=docker-compose.yml:docker-compose.prod.yml
linux / macos F4#&M : (§%) 4%

windows FAERA ; (#%) 2o

T VA4E Al COMPOSE_PATH_SEPARATOR T ZH ® L Litéy g (& /
;)

AL 54 -f £I% compose file M o

(¢]

(¢]

(¢]

(¢]

COMPOSE_PATH_SEPARATOR

# COMPOSE_FILE A X X% XH4faf -

COMPOSE_API_VERSION



Docker APl R X ¥ #xmAis BZFEPiuiER o wRI1EM docker-compose =&

Z IR 2L

RE client and server don't have same version ° ¥ VA ZAFHIRT T F
by N 0 % E docker api #* client MRAFT—H o

43R docker-compose ## docker api WAAFT T—H > THI X KRFFF o

DOCKER HOST

Sets the URL ofthe docker daemon . As with the Docker client, defaults to
unix:///var/run/docker.sock .

DOCKER_TLS_VERIFY

% DOCKER _TLS_VERIFY 1874 =54 % B > 27 docker daemon 2 A

S
>

TLS 13

DOCKER_CERT_PATH

A TLS BiEds Uk F AR o
o KIAfAL: ~/.docker
WP AL

e ca.pem
e cert.pem

e key.pem

COMPOSE_HTTP_TIMEOUT

% & docker-compose K docker daemon &ABEfE A

o #4% A o
o FKikMA : 60

COMPOSE_TLS_VERSION



A TLS BIEIT TLS Mk

o L4 ¢ TLSvV1
o “[#fA : TLSvl , TLSvi 1, TLSvl 2

COMPOSE_CONVERT WINDOWS_PATHS

AHFAEZSL volume B » 3% windows-style A2 XE#HA uUnix-style %
124\ ° Users of Docker Machine and Docker Toolbox on Windows should

always set this.

o KA :0

o “TiLfh :
o BR . true, 1
o 2 : false, 0



docker-compose 4477k 4
AARALE ZERAEN linux X4THRT bash-completion #FEKINZET o

$ dpkg -1 |grep bash

ii bash 4.3-14ubuntul.2
amd64 GNU Bourne Again SHell
ii bash-completion 1:2.1-4.2ubuntul.1
all programmable completion for the b
ash shell
ii -not-found 0.3ubuntul6.04.2
all Suggest installation of packages

in interactive bash sessions



docker-compose file practice

e 001.nginx-sample
e 002.nginx-php-dokuwiki


https://github.com/octowhale/gitbooks-docker2-docs/blob/master/997.docker-compose-files/001.nginx-sample/docker-compose.yml
https://github.com/octowhale/gitbooks-docker2-docs/blob/master/997.docker-compose-files/002.nginx-php-dokuwiki/README.md

Dockerfile practice

1. RERZ{EA ADD , 1M copy R#%

o X REMM RUN wget http://path/file.tar.gz ; do something

; rm -f file.tar.gz
2. M kR 691k B ST

o ubuntu %#4:
m apt-get install -y --no-install-recommends $packages
m apt-get purge -y --auto-remove $packages
m rm -rf /var/lib/apt/lists/*
o M 4 ile B ST AL ]
n AT wget BHNHBIGEL » RFEETERNESH
m £ H—F% RUN 9EIARE
m £ H—% RUN FEIEMR
m ZN o ARG EZL layer F

3. KRR Ay N AL AT @
o MBMEEAETT » EBRBZEHME > MTGIMEMN cache T o
4. COPY : ¥ LRSI AR SR G L AT 69 TR AR TR o
o Ht s £MT entrypoint.sh ZEHATIH > FEE build X AR
KT chmod +x &R

docker-entrypoint.sh
KA redis B Z 4 entrypoint.sh °

dockerfile F °

o R ENTRYPOINT # CMD #7F7T c 5FH s £ entrypoint.sh
L RAL A exec $@ w4 o
o XM R P AERBIAES S EE R > T AR IAMAT redis-server
o WwRiLF B T AN docker run --rm -it redis sh ST A NG L
TR E#ITE



ENTRYPOINT ["entrypoint.sh"]
CMD ["redis-server"]

#!/bin/sh

set -e

# first arg is -f  or "--some-option’

# or first arg is "something.conf"’

if [ "s{a#-3" 1= "$1" 1 || [ "${1%.conf}" I= "$1" ]; then
set -- redis-server "$@"

fi

# allow the container to be started with " --user’

if [ "$1" = 'redis-server' -a "$(id -u)" = '0@' ]; then

chown -R redis .
exec gosu redis "$0" "$@"
fi

exec u$@n

v2ray

e VZray-alpine
e VvZray-ubuntu

ubuntu & # %

e ubuntu-soruces

redis % F % £

e redis:ubuntu1604


https://github.com/octowhale/gitbooks-docker2-docs/blob/master/998.dockerfiles/001.v2ray/v2ray.alpine.dockerfile
https://github.com/octowhale/gitbooks-docker2-docs/blob/master/998.dockerfiles/001.v2ray/v2ray.ubuntu.dockerfile
https://github.com/octowhale/gitbooks-docker2-docs/blob/master/998.dockerfiles/002.ubuntu-cn/ubuntu-cn.dockerfile
https://github.com/octowhale/gitbooks-docker2-docs/blob/master/998.dockerfiles/003.redis-ubuntu/redis-ubuntu.dockerfile
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